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(1) KEDLETKEY R T LADEEIZEY 2121
CKE D ETAEY RT LT 2ETHROY A /N—Z B (CKE DHS)(10/14)
https://us-cert.cisa.gov/ncas/alerts/aa21-287a

https://us-cert.cisa.gov/ncas/current-activity/2021/10/14/ongoing-cyber-

threats-us-water-and-wastewater-systems-sector

(2) GPSD IcFFHEY 2 RAESICET 2 F 2 Mt
- GPS F—E V(GPSD)» O —JL/Ny 7 /87 (KE DHS)(10/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/21/gps-daemon-gpsd-

rollover-bug

(3) Adobe E@ICEET % fE5514E

- Adobe Acrobat $ &£ U Reader DfEs5HENRIC DL T(APSB21-104)(CVE-2021-

40728 %) CKE DHS, IPA, JPCERT/CC)(10/12, 10/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/12/adobe-releases-

security-updates-multiple-products
https://www.ipa.go.jp/security/ciadr/vul/20211013-adobereader.html
https://www.jpcert.or.jp/at/2021/at210044.html

(4) Microsoft #&(ICES T 2 5514
- Microsoft &AM MEZEMERFICD LT (2021 & 10 B) CKE DHS, IPA,
JPCERT/CC)(10/12, 10/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/12/microsoft-releases-

october-2021-security-updates
https://www.ipa.go.jp/security/ciadr/vul/20211013-ms.html
https://www.jpcert.or.jp/at/2021/at210045.html

(5) Oracle &R 251

- Oracle Java D354 IFEEIZ DL T (CVE-2021-3517 %) CKE DHS. IPA,

JPCERT/CC)(10/19. 10/20)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/19/oracle-releases-
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https://www.ipa.go.jp/security/ciadr/vul/20211013-ms.html
https://www.jpcert.or.jp/at/2021/at210045.html
https://us-cert.cisa.gov/ncas/current-activity/2021/10/19/oracle-releases-october-2021-critical-patch-update

october-2021-critical-patch-update
https://www.ipa.go.jp/security/ciadr/vul/20211020-jre.html
https://www.jpcert.or.jp/at/2021/at210046.html

(6) Google B ICBIT 2 e
- Google #* Chrome Dt ¥ 2 U547y 77— r%&E U U—2(10/20)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/20/google-releases-

security-updates-chrome

(7) b

- Intel BRICEET 2 EHDIEHEMEIC DWW TUPCERT/CC, JVN)(10/13)
https://www.jpcert.or.jp/newsflash/2021101301.html
https://jvn.jp/vu/JVNVU92532697/

- Schneider Electric & 1GSS (21T 2 EH D BE3E14E(VN)(10/13)
https://jvn.jp/vu/JVNVU99126536/
XCVSSv3 TIFERE [9.8] - TWWE T,

- Schneider Electric & ConneXium Network Manager |23 |7 3 @Y 2 ER EE D
8314 (JVN)(10/15)

https://jvn.jp/vu/JVNVU93150395/

XCVSSv3 TIFEAE [7.8] £H->TWET,

- ## D Advantech B2 1T 2 EHOMESMEUVN)(10/13)
https://jvn.jp/vu/JVNVU97189148/
MCVSSV3 TIFEAR(E [9.8] &h-TWET,

- CyberNewsFlash [## 07 RE&RGZD 7 v 7F— FZDWT]
(JPCERT/CC)(10/15)
https://www.jpcert.or.jp/newsflash/2021101501.html

- Siemens B GICxT B 7 v 77— (2021 £ 10 B)(JVN)(10/13)
https://jvn.jp/vu/JVNVU95938083/

- Siemens &G ICHT 37 v 77— (2021 &£ 9 B)(JVN)(10/15)
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https://jvn.jp/vu/JVNVU97189148/
https://www.jpcert.or.jp/newsflash/2021101501.html
https://jvn.jp/vu/JVNVU95938083/

https://jvn.jp/vu/JVNVU96712416/

- Apache Tomcat (ZH | 5 U — E X ZERHHE(DoS) D g5+ (JVN)(10/15)
https://jvn.jp/vu/JVNVU92237586/

- 4 L0 > 8 CX-Supervisor IZH 1T 2SN D X £ VU BBOEFEMHEUVN)(10/15)
https://jvn.jp/vu/JVNVU90041391/

- ZZEBHE MELSECIQ-R ¥ U—X CPU 2=v MIHIF2EBRDOEHM
(JVN)(10/15)

https://jvn.jp/vu/JVNVU98578731/

XCVSSv3 TIFEAME [9.1] &h->TWWET,

- ZZBHE GENESIS64 35 & O MC Works64 @ AutoCAD(DWG) 7 7 A LD A >R
— MERRICEH T 2 ERNE AL OHETFIEUVN)(10/22)
https://jvn.jp/vu/JVNVU94862669/
XCVSSv3 TIFEARE [7.8] &> TWLWET,

- 128 Technology Session Smart Router (234 F 2 SR AE D Mags 14 (JVN)(10/18)
https://jvn.jp/jp/JVN85073657/
XCVSSv3 TIEEARE [9.8] & ->TWET,

- Uffizio L GPS Tracker (C5 1T 28D g5 EJVN)(10/19)
https://jvn.jp/vu/JVNVU97257022/
MCVSSV3 TIFEA(E [9.8] £Hh->TWET,

- [Movable Type] @ XMLRPCAPI (ZH175 0S ax> K - AP0 3D
M I DWW TUVN#41119755)(IPA, JPCERT/CC. JVN)(10/20)
https://www.ipa.go.jp/security/ciadr/vul/20211020-jvn.html
https://www.jpcert.or.jp/at/2021/at210047.html
https://jvn.jp/jp/JVN41119755/
MCVSSV3 TIFEAR(E [9.8] £h-TWET,

- Trane & Tracer SC ICZ7 B XY A bR 7Y 75 4 v 7 DRE5EHEUVN)(10/20)
https://jvn.jp/vu/JVNVU90596716/
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- AUVESY #! Versiondog (2513 2D g5 (JVN)(10/21)
https://jvn.jp/vu/JVNVU91590103/
¥CVSSv3 TIFEAE [9.8] &> TWET,

s hLYRRABOEMERITIY RFRA Y beF2 ) T BRICEITIERERD
BE55 4 (JVN)(10/25)
https://jvn.jp/vu/ JVNVU92842857/
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(1) NI SC - #5E - BEEFE

- 2851408 [H - ASEAN 4 N—t % 2 U F 1 BUkaH] ORBE10/22)
https://www.nisc.go.jp/press/pdf/AMS)_CPM 20211021 r2.pdf
https://www.soumu.go.jp/menu_news/s-news/01cyber01 02000001 00123.html
https://www.meti.go.jp/press/2021/10/20211022006/20211022006.html|

(2) NISC
C IV Y LY 2 THRRRAN -V = RF(10/13)

https://security-portal.nisc.go.jp/stopransomware/

CEBEA V7 7HEMAERE 26 Blade % FE(10/25)
https://www.nisc.go.jp/conference/cs/ciip/index.html#ciip26

(3) &@hfr
- [RREFRBEUTN R Y A N—tF 2 U F 1 8E (Delta Wall V)] (2213 T(10/19)
https://www.fsa.go.jp/news/r3/20211019/deltawall.html

(4) #i5E
cHAN— X2 )T A RRT 74— X(F 34 [E])(10/14 B3fE)(10/22)

https://www.soumu.go.jp/main_sosiki/kenkyu/cybersecurity_taskforce/02cyber01_
04000001_00200.html
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(1) IPARGIPCERT a—F4%x—Yarvteri—
V7 Rz TEOMRHUEEBRICET 2 EHIKN (2021 F5 3 MFH(T B~9
A)1(10/21)

https://www.ipa.go.jp/security/vuln/report/vuln2021g3.html

https://www.jpcert.or.jp/report/press.html

(2) IPA

THIE Y R T LBEEDYAN—A T NEH] ) —XDESE, FIEXNE
L% L7 (10/18)

https://www.ipa.go.jp/security/controlsystem/incident.html

- ESBMEEEIEER T — & X — X JVN iPedia @& KT [2021 55 3 MMEHA(7 B~9
A)] (10/20)
https://www.ipa.go.jp/security/vuln/report/JVNiPedia2021q3.html

(3) JPCERT a—T74x—Yarvtrz—
- Weekly Report 2021-10-13 5(10/13)
https://www.jpcert.or.jp/wr/2021/wr214001.html

- JPCERT/CC SEBIPUHHAL sR—  [2021 &£ 7 B 1 H~2021 £ 9 A 30 H1(10/14)
https://www.jpcert.or.jp/pr/index.html

- JPCERT/CC 4 > F v FREMIGLER—F [2021F7 8 1 H~2021 49 A 30
H1(10/14)
https://www.jpcert.or.jp/ir/report.html

- CyberNewsFlash [2021 &£7 BH»» 9 B %Ik &> 7T] (10/18)
https://www.jpcert.or.jp/newsflash/2021101801.html

- JPCERT/CC Eyes [TSUBAME L — k Overflow (2021 & 7~9 A)] (10/19)
https://blogs.jpcert.or.jp/ja/2021/10/tsubame_overflow 2021-07-09.html
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- JPCERT/CC 4 v & —%v FESERLKR—F2021E7H 1 H~2021%F9 B 30
H1(10/19)
https://www.jpcert.or.jp/tsubame/report/report202107-09.html

- Weekly Report 2021-10-20 5(10/20)
https://www.jpcert.or.jp/wr/2021/wr214101.html
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@ KE DHS

- Apple #° CVE-2021-30883 ICxdin g2 tFa VT4 7y 77— F2U =X

(10/12)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/12/apple-releases-

security-update-address-cve-2021-30883

- Juniper Networks AE#EZDOLF 2 T4 7y 77— %Y U—2(10/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/14/juniper-networks-

releases-security-updates-multiple-products

- Siemens @ Solid Edge ICEERE OFERAZE D 51 (10/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-287-06
MCVSSV3 TIFEAR(E [7.8] £h->TWET,

- Siemens ® RUGGEDCOM ROX (2@t A i E R E D 5514 (B #) (10/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-259-01
XCVSSv3 TIFERNE [8.8] &> TWET,

- Siemens @ PROFINET Devices ICHIRCHAEL L DY Y —RDE Y B TOEHEME
(#71)(10/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-194-03

XCVSSv3 TIFEARE [75] £H->TWET,

- Siemens @ Linux N — X B G(C R 72 ELEEFEF O 5514 (EH7) (10/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-03
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XCVSSV3 TIFEARME [7.4] £m->TWE T,

- Siemens @ SIMATIC SmartVNC HMI WinCC (Z/Ny 7 78 THED A T YRIBE~D T
7 RE 031 (EHT) (10/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-12
MCVSSV3 TIFEAR(E [9.8] £h-TWET,

- Siemens ® SCALANCE W1750D ICAAD YA R e F v 7 LaWNy 77—
Z 055 (EH) (10/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-131-14

XCVSSv3 TIFEA(E [9.8] £h->TWWET,

- Siemens ® PROFINET-10 Stack IZHlEl N TWAWY v — X8 D st (E
#7)(10/14)

https://us-cert.cisa.gov/ics/advisories/icsa-20-042-04

XCVSSv3 TIFEA(E [75] £h>TWWET,

- Siemens DEZEM Y 7L X A LS IC@EE) 70 A IR D Mgt () (10/14)
https://us-cert.cisa.gov/ics/advisories/icsa-19-283-01
XCVSSV3 TIFEKNE [75] £h->TWET,

- Siemens ® PROFINET Devices (@Y TR WY vV — X EEHIR D AEEE(E
#7)(10/14)

https://us-cert.cisa.gov/ics/advisories/icsa-19-283-02

MCVSSV3 TIFER(E [7.5] £h-TWET,

- Siemens @ SCALANCE X I F18 & 1 % 1TEhE R D BE5514E (%) (10/14)
https://us-cert.cisa.gov/ics/advisories/ICSA-19-085-01

- Siemens MEZEA — b X — 3 V4SS ICREY) A A DRSO 55 (F ) (10/14)
https://us-cert.cisa.gov/ics/advisories/ICSA-17-339-01
XCVSSV3 TIFEKNE [75] Eh->TWET,

- Siemens @ PROFINET DCP % 33 [ /#4285 (C @t i A R EF D fisss1E (B
#7)(10/14)


https://us-cert.cisa.gov/ics/advisories/icsa-21-131-12
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-14
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-04
https://us-cert.cisa.gov/ics/advisories/icsa-19-283-01
https://us-cert.cisa.gov/ics/advisories/icsa-19-283-02
https://us-cert.cisa.gov/ics/advisories/ICSA-19-085-01
https://us-cert.cisa.gov/ics/advisories/ICSA-17-339-01

https://us-cert.cisa.gov/ics/advisories/ICSA-17-129-02

- Z7vH% L7 27 [BlackMatter] (10/18)
https://us-cert.cisa.gov/ncas/alerts/aa21-291a

- CISA. FBI U NSA A HEITT Y L =7 [BlackMatter| (CE89 254 /N—+
FaUTF4T7RERAHYEY Y —2(10/18)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/18/cisa-fbi-and-nsa-

release-joint-cybersecurity-advisory-blackmatter

2021 £ 10 B 11 H OB 55tk (10/18)
https://us-cert.cisa.gov/ncas/bulletins/sb21-291

- 2021 £ 10 B 18 H B fe55 8K (10/25)
https://us-cert.cisa.gov/ncas/bulletins/sb21-298

- Cisco M IOSXESD-WAN Y7 b7 Z7DF2a VT4 7 v 77—+ 1) —2X
(10/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/21/cisco-releases-

security-updates-ios-xe-sd-wan-software

- NPM /%y 4 —< ua-parser-js T/ = 7 DF R (10/22)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/22/malware-discovered-

popular-npm-package-ua-parser-js

- Discourse ICH T B E K% RCE DRE3514(10/24)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/24/critical-rce-

vulnerability-discourse

C S RY—ERRZOMOT Y/ AP —IIxd B NOBELIUM K%(10/25)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/25/nobelium-attacks-

cloud-services-and-other-technologies
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