NISCEEAVYZFI=a2—ALX—f295%

REMIEY A N—tF 2 U T 4 EREDERRAN
FEMEY A N—tF 2 ) T 4 EiER BEROARTT,
NISCLkVW, BEEAV77=2a2a—RLEX—52955 (10/12) #»
TRHROEBYRITINFELIZOT, BEYWELET,

(WEIDIGCTRIESERBL TWZWTHEETY)

BICZCEHROA T, BEEFTZDOSBEREFRETHAoE LI,

[ ]
I Q@ NSCEEALT7F7=Z2—ALX— e

| (2021F108128B%/T$E295%8)

I T NISCEEA V757 L—7
] [
+—0 irLoic |

BEAVT7722—ALXR—F, BEEA V7 70BFRELDLICEREF 2
UT 4 ICET 2BREBESBNTHHDTT,

BW X T LEFIDIBEEL O BRBBCRERE DA £ THEICH L TRL <
HEWEITNEEWTT,

[ [

@ E29550EX €@
F v I HBERIER
. BUTHBRE OB =
BIRIEEE D&Y &

. BHAOENE

. READBEN
RElF&

-— O o1 B~ W N -

o55lE. 9A28H~10A11RHEOLEEZEDTHREL TLWET,




| (]
| 1. F v P nELER

l

1

(1) Apache Software Foundation &3 (CB9 2 ie5gi4
- Apache HTTP Server D R55M4(CVE-2021-41773, CVE-2021-42013) (B89 25 &
a2 (JPCERT/CC, IPA. JVN, >X[E DHS)(10/06, 10/07. 10/08)
https://www.jpcert.or.jp/at/2021/at210043.html
https://www.ipa.go.jp/security/ciadr/vul/alert20211006.html
https://jvn.jp/jp/JVN51106450/
XCVSSv3 TIFEA(E [75] £h>TWWET,
https://us-cert.cisa.gov/ncas/current-activity/2021/10/07/apache-releases-

http-server-version-2451-address-vulnerabilities

(2) Google &% (Chrome) 2B ¥ % fz554
- Google »* Chrome Dt F¥ 212U 747 v 77— %1 U—2X(Google)(10/07)
https://chromereleases.googleblog.com/2021/10/stable-channel-update-for-

desktop.html

(3) Mozilla &Y 25 M
- Mozilla #* Firefox %O FirefoxESR Dt F 12U F 4 7y 77— r%2 D U —R(KE
DHS)(10/06)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/06/mozilla-releases-

security-updates-firefox-and-firefox-esr

(4) o
- CyberNewsFlash [Hikvision 8% b7 —2 H1 X 5 D554 (CVE-2021-36260) (Z
2T ] (JPCERT/CC)(09/30)
https://www.jpcert.or.jp/newsflash/2021093001.html

- SonicWall &a SMA100 > U — XD figg51E(CVE-2021-20034) (IC B89 % /T Bk
(JPCERT/CC. IPA)(10/01)
https://www.jpcert.or.jp/at/2021/at210042.html
https://www.ipa.go.jp/security/ciadr/vul/alert20211001.html
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- WordPress 7’27 14> O0GTags (CHBITH70RYA MY IJIZTRAMT75+— 1)
DREEEHEVN)(09/28)
https://jvn.jp/jp/JVN29428319/

c A% =747 7Y lnBody] 2B BIERFZ L DAEIEMEUVN)(09/28)
https://jvn.jp/jp/JVN63023305/

-i0S 7Y [RzZ—Hh—&vy RZ—Hh—T7 Y77V ]| BB —/"N—Z[RRE
DR D RE551E(VN)(09/28)
https://jvn.jp/jp/JVN10168753/

s hL Yy RvA4 7087 — hR—LALZXF v F—(Windows iR) ICH 1T 2HERFED
551 (JVN)(09/29)
https://jvn.jp/vu/JVNVU99718667/

- LY K< A 2 0% ServerProtect (2451 % ZREFEE D AEE54E(JVN) (09/30)
https://jvn.jp/vu/JVNVU99520559/

CHARTZ YE— b —ERIIBFAEHOMEEEEUVN)(09/30)
https://jvn.jp/jp/JVN52694228/

* Boston Scientific # ZOOM LATITUDE (5 1F 2 £ D AE5514EUVN)(10/01)
https://jvn.jp/vu/JVNVU95979327/

- Salesforce Developer Experience Command Line Interface [2H 175 7 7 & X &R
R DR UVN)(10/05)
https://jvn.jp/vu/JVNVU97731134/

ZEBHEIGOT BLUTyyayary =70 TCP/IP7AbaANLRE Yy 7IH
\F 2B DR UVN)(10/05)

https://jvn.jp/vu/JVNVU99532713/

MCVSSV3 TIFEAME [75] Eh->TWET,

- ZEBHEE MELSECIQ-RY—-XCE#&Eavbo—Fa=y MIEIFBYUY—X
B0 REE514E(JVN)(10/07)
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https://jvn.jp/vu/JVNVU94914666/

- Emerson & WirelessHART Gateway (28| 282D 5514 (VN)(10/06)
https://jvn.jp/vu/JVNVU96051696/
¥CVSSv3 TIFEKNE [8.0] £Hh->TWET,

- Moxa & MXview Network Management Software (25 |7 2 EH D 554
(JVN)(10/06)

https://jvn.jp/vu/JVNVU91384521/

MCVSSv3 TlFEAME [10.0] &H>TWET,

- Honeywell # Experion PKS (23513 245D g5 14 (JVN)(10/06)
https://jvn.jp/vu/JVNVU92081667/
¥CVSSv3 TIFEAE [10.0] &H->TWET,

A% — k75> 77 INike] I2H1F% Custom URL Scheme DALIEIZT7 7t X
HIBR A D A 351 (JVN)(10/08)
https://jvn.jp/jp/JVN89126639/

- Exacq Technologies & exacqVision IC#EH D iE55ME(JVN)(10/08)
https://jvn.jp/vu/JVNVU97701389/
XCVSSv3 TIFEAE [9.8] &H->TWET,

- ##® Mobile Industrial Robots B IZH T 2 EEDAE35EUVN)(10/08)
https://jvn.jp/vu/JVNVU93417317/
MCVSSv3 TIEAE [9.8] &H-TWET,

- InHand Networks 8L — & —|R615 (Z#E# D 551 VN)(10/08)
https://jvn.jp/vu/JVNVU94119363/
¥CVSSv3 TIFEARME [9.8] &> TWET,

- /8D FATEK Automation & @ I E# D 5514 (JVN)(10/08)
https://jvn.jp/vu/JVNVU93626160/
¥CVSSV3 TIFEA(E [9.8] £Hh->TWET,
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ST EIREEBEDEREY [/ 77 P —ERBHICHIT2EHR X2V 74 15K

HARZ4 > (FE 3R] ©A%(09/30)
https://www.soumu.go.jp/menu_news/s-news/01cyber01 02000001 00121.html

- BRBEFEIIBIIAZVAN—KEAOBEIELATNDOIEY FICEET 2038 FMU
REYFEEDER)IZODVWTDEREE(10/05)
https://www.soumu.go.jp/menu_news/s-news/01kiban18 01000130.html
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(1) IPA
- Java EITEEABEE L /- STAMP Workbench Ver.2.0.0 #Z35(09/30)
https://www.ipa.go.jp/sec/tools/stamp_workbench.html

(2) JPCERT a—F74x—Yavtri—

- JPCERT/CC Eyes % )L — 7 BlackTech MERT 5 ¥ /L7 = 7 GhOstTimes)
(09/28)

https://blogs.jpcert.or.jp/ja/2021/09/gh0sttimes.html

- Weekly Report 2021-09-29 5(09/29)
https://www.jpcert.or.jp/wr/2021/wr213801.html

- Weekly Report 2021-10-06 5(10/06)
https://www.jpcert.or.jp/wr/2021/wr213901.html
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https://www.soumu.go.jp/menu_news/s-news/01cyber01_02000001_00121.html
https://www.soumu.go.jp/menu_news/s-news/01kiban18_01000130.html
https://www.ipa.go.jp/sec/tools/stamp_workbench.html
https://blogs.jpcert.or.jp/ja/2021/09/gh0sttimes.html
https://www.jpcert.or.jp/wr/2021/wr213801.html
https://www.jpcert.or.jp/wr/2021/wr213901.html

- CISA KON NSA A° VPN @ IR &b 2T 2 A4 X X% U 1) —2(09/28)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/28/cisa-and-nsa-

release-guidance-selecting-and-hardening-vpns

cHAN—EF Y TFAEFEABTYHAN—Z<— A3 (10/05)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/05/be-cyber-smart-

during-cybersecurity-awareness-month

cCISADPAHA X REYY =X TIC30VE— b2 —HY—Da2—2X45—2(10/07)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/07/cisa-releases-

guidance-tic-30-remote-user-use-case

- Cisco MEHDEZDEF 2 UT ATy 77— %21 YU—2(10/07)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/07/cisco-releases-

security-updates-multiple-products

- NSA (. Wildcard TLS ZFREZ K O ALPACA T D ElME A RIS 27D HA X v
2% 1) Y —2(10/08)
https://us-cert.cisa.gov/ncas/current-activity/2021/10/08/nsa-releases-

guidance-avoiding-dangers-wildcard-tls-certificates

- 2021 £ 9 B 27 HOBE® 55 4EEER (10/04)
https://us-cert.cisa.gov/ncas/bulletins/sb21-277

2021 £ 10 B 4 BOBE® M55 (10,/11)
https://us-cert.cisa.gov/ncas/bulletins/sb21-284

- Microsoft Windows @ Active Directory sFBAE Y — £ XL, PetitPotamNTLM U L
—WEIZ L % AD DRED S (EHT) (10/05)
https://kb.cert.org/vuls/id/405600

- Dnsmasq IEXEVBIBRF v v a R4 X = 71255 (FE$7)(10/06)
https://kb.cert.org/vuls/id/434904

- Arcadyan R—ZXDIL—R—EETTLD/RZ T 3—H )LD fEgEHE(EET)(10/07)
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https://kb.cert.org/vuls/id/914124

- Medtronic #* MiniMed MMT-500 %O MMT-503 U ®E— bt b —=F—(CF ¥ 7
F U 7L AIC&BRINA S RED M (FEH)(10/05)
https://us-cert.cisa.gov/ics/advisories/ICSMA-18-219-02
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https://www.nisc.go.jp/active/infra/index.html

ONISC ©EREREAER L7-1BHR ¥ 2 U T 14 ICHR 2 EEEREBE %
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https://www.youtube.com/user/NISCchannel/videos
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