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(1) Microsoft 253 % st
- Microsoft @D AEFEMEXIHICD UL T(2021 £ 9 A)CKE DHS, IPA,
JPCERT/CC)(09/14, 09/15, 09/17)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/microsoft-releases-

september-2021-security-updates
https://www.ipa.go.jp/security/ciadr/vul/20210915-ms.html
https://www.jpcert.or.jp/at/2021/at210038.html
https://www.jpcert.or.jp/at/2021/at210041.html

(2) Adobe B@ICEET 5 E5514E

- Adobe Acrobat # £ U Reader DffE5514EXIHICD UL T(APSB21-55)(CVE-2021-

39863 %) Ck[E DHS. IPA, JPCERT/CC)(09/14. 09/15)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/adobe-releases-

security-updates-multiple-products
https://www.ipa.go.jp/security/ciadr/vul/20210915-adobereader.html
https://www.jpcert.or.jp/at/2021/at210040.html
https://www.jpcert.or.jp/newsflash/2021091501.html

(3) Google 8454 (B39 % REssE
- Google #* Chrome D+ F 2 U5 4 7 v 7TF— k% U U—XCKE DHS)(09/24)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/google-releases-

security-updates-chrome

(4) VMware B’ ¥ 2V 747 v 77— b%Y YU —XCKE DHS)(09/21, 09/24)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/21/vmware-releases-

security-updates

https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/vmware-vcenter-

server-vulnerability-cve-2021-22005-under-active

(5) Zzmfty
- Siemens &G ICHT BT v 77— (2021 &£ 9 B)(JVN)(09/15)


https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/microsoft-releases-september-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/microsoft-releases-september-2021-security-updates
https://www.ipa.go.jp/security/ciadr/vul/20210915-ms.html
https://www.jpcert.or.jp/at/2021/at210038.html
https://www.jpcert.or.jp/at/2021/at210041.html
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/adobe-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/adobe-releases-security-updates-multiple-products
https://www.ipa.go.jp/security/ciadr/vul/20210915-adobereader.html
https://www.jpcert.or.jp/at/2021/at210040.html
https://www.jpcert.or.jp/newsflash/2021091501.html
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/09/21/vmware-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/21/vmware-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active

https://jvn.jp/vu/JVNVU96712416/

- Digi International & PortServer TS 16 (25 |F 2 B YA R D BE514E(JVN)(09/15)
https://jvn.jp/vu/JVNVU90903314/
X CVSSv3 TIFEARE [9.6] £H->TWET,

- Sensormatic Electronics & KT-1 (ZZREF[E8 D fE55 4 (JVN) (09/15)
https://jvn.jp/vu/JVNVU99211731/
XCVSSV3 TIFEAE [8.6] &> TWWE T,

- Schneider Electric & StruxureWare Data Center Expert (CH |} 2 EHDRE5514E
(JVN)(09/15)

https://jvn.jp/vu/JVNVU90520782/

XCVSSv3 TIFEA(E [9.1] £h>TWWET,

- Schneider Electric & EcoStruxure ¥ & O SCADAPack ICHIT5T7 4L 27 bU +Z
N=HILDOREFEEUVN)(09/21)

https://jvn.jp/vu/JVNVU98742301/

XCVSSv3 TlFEA(E [78] £h->TWWET,

- Apache Tomcat (ZH 1} %5 Y — E X ZERDE(DoS) D AEgs14EUVN)(09/16)
https://jvn.jp/vu/JVNVU92089088/

-EC-CUBE B7 774y FEXRT—RRA—$ELTET574 ] 2B 150X
A rRZYTTF 4 DOEEHEOVN)(09/16)
https://jvn.jp/jp/JVN23406150/

v —TNECTART LAY Ya—>avABNRT Yy ITF 4 RTLAICHIT5E
#HORE5EMEUVN)(09/17)

https://jvn.jp/jp/JVN42866574/

MCVSSv3 TldEAE [10.0] &H-TWET,

O Trane BRICHEITH2a—-—FA 27> 3> DOE551%EUVN)(09/24)
https://jvn.jp/vu/JVNVU93761221/
MCVSSv3 TIFEARE [9.9] &H-TWWET,



https://jvn.jp/vu/JVNVU96712416/
https://jvn.jp/vu/JVNVU90903314/
https://jvn.jp/vu/JVNVU99211731/
https://jvn.jp/vu/JVNVU90520782/
https://jvn.jp/vu/JVNVU98742301/
https://jvn.jp/vu/JVNVU92089088/
https://jvn.jp/jp/JVN23406150/
https://jvn.jp/jp/JVN42866574/
https://jvn.jp/vu/JVNVU93761221/

- CyberNewsFlash [Apple BGZ D7 v 75— FZDWT(2021 £ 9 A)
(JPCERT/CC)(09/24)
https://www.jpcert.or.jp/newsflash/2021091401.html

H m
| 2. BUFKESDE) =

(1) NI SC
A NR—tF 2 VT g BEEAREREE 31 BSA & FIME(09/27)

https://www.nisc.go.jp/conference/cs/index.html#cs31

ST YA NRN—tF 2 U T A A EERATE SN E L 72(09/28)
https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021.pdf

(2) BT
C VY LY TIEERIENEOEHIC DL T(09/16)
https://www.npa.go.jp/cyber/ransom/index.html
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(1) I PA
MERLEF 2V T AV —EREEFEY—EXRYUXM I —EXZEMLE LT
(09/22)

https://www.ipa.go.jp/security/it-service/service_list.html

(2) JPCERT a—F74x—Yavtri—
- Weekly Report 2021-09-15 5(09/15)
https://www.jpcert.or.jp/wr/2021/wr213601.html

- Weekly Report 2021-09-24 5(09/24)
https://www.jpcert.or.jp/wr/2021/wr213701.html

L |



https://www.jpcert.or.jp/newsflash/2021091401.html
https://www.nisc.go.jp/conference/cs/index.html#cs31
https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021.pdf
https://www.npa.go.jp/cyber/ransom/index.html
https://www.ipa.go.jp/security/it-service/service_list.html
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| 4. BADEE

@ KE DHS

- CISA, FBIXO'NSAWHRTTZ Y L7 7 Conti ICBT B A N—tF2 T4

T RANAHFY &Y Y —272(09/22)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/22/cisa-fbi-and-nsa-

release-joint-cybersecurity-advisory-conti

https://us-cert.cisa.gov/ncas/alerts/aa21-265a

- FBI-CISA-CGCYBER %' Zoho ManageEngine ADSelfServicePlus D 551D APT
SERICET 27 RN %10 (09/16)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/fbi-cisa-cgcyber-

advisory-apt-exploitation-manageengine

- Siemens @ JT2Go & U Teamcenter Visualization (CEEFNDE T AAFD 5514
(3% (09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-222-03

XCVSSv3 TIFEAE (78] £h->TWWET,

- Siemens @ SIMATIC S7-1200 (A Y] 7 52 5E 0 fe 55 14 (B #7) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-222-09
XCVSSv3 TIFEAE [8.1] &H->TWET,

- Siemens @ PROFINET Devices ICHIRPHHEL L DY v —XDE|Y HTDORE55%
(3#7)(09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-194-03

XCVSSv3 TIFEARE [75] £Hh->TWET,

- Siemens ® SIMATIC YV 7 b 7 = 7HEBICEER Y YV —RICHTARERT 7R
HATDEY YT D5 (FEH) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-194-06
MCVSSv3 TIFEARE [7.3] £H->TWET,

- Siemens ® SINAMICS PERFECT HARMONY GH180 (2 X E U /N 7 7 DEHENT
DIRVEDTE Y A &R D Mags it (E %) (09/14)


https://us-cert.cisa.gov/ncas/current-activity/2021/09/22/cisa-fbi-and-nsa-release-joint-cybersecurity-advisory-conti
https://us-cert.cisa.gov/ncas/current-activity/2021/09/22/cisa-fbi-and-nsa-release-joint-cybersecurity-advisory-conti
https://us-cert.cisa.gov/ncas/alerts/aa21-265a
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/fbi-cisa-cgcyber-advisory-apt-exploitation-manageengine
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/fbi-cisa-cgcyber-advisory-apt-exploitation-manageengine
https://us-cert.cisa.gov/ics/advisories/icsa-21-222-03
https://us-cert.cisa.gov/ics/advisories/icsa-21-222-09
https://us-cert.cisa.gov/ics/advisories/icsa-21-194-03
https://us-cert.cisa.gov/ics/advisories/icsa-21-194-06

https://us-cert.cisa.gov/ics/advisories/icsa-21-194-13
¥XCVSSv3 TIFEKNE [8.1] &h->TWET,

- Siemens @ SINUMERIK ONE & O SINUMERIK MC (ZXE YU /Ny 7 7 DEHENT
DIRAE DAEE 75 1 BR > B 55 14 (FE3#7) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-194-17
XCVSSv3 TIEEAE [8.1] £H->TWET,

- Siemens @ SIMATIC S7-1200 K U* S7-1500 CPU Families ([CXE U /Xy 7 7 D#
B A T DOERAE DAY 75 1 BR D A 3514 (FB37) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-152-01
XCVSSv3 TIFEAE [8.1] £h->TWWET,

- Siemens @ Linux N — X BRI R R+ 2 ELEEER O 5514 (F#T) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-03
XCVSSv3 TIFEARME [7.4] £m->TWE T,

- Siemens @ SIMATIC SmartVNC HMI WinCC (Z/8y 7 7 CWE-788 DI T#H D X E
) RIBE~DT 7+ 2EDH5514E(FH)(09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-12
XCVSSv3 TIFEAE [9.8] £H->TWET,

- Siemens M Web Server of SCALANCE X200 (Ct =7 R—XD/NNy 77 F—/nR=7
A —Z% o fE551%E (EH#7)(09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-103-07
MCVSSV3 TIFEAR(E [9.8] £h-TWET,

- Siemens ® SCALANCE & O SIMATIC libcurl |28 D FTHER Y D iEs51E (E
#1)(09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-068-10

MCVSSV3 TIFEAR(E [7.5] £h-TWET,

- Siemens @ TIA Administrato (CANEY) A& 7 7t XS0 Mz 5514 (E %) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-040-05
XCVSSv3 TIFEARE [7.8] £H->TWET,



https://us-cert.cisa.gov/ics/advisories/icsa-21-194-13
https://us-cert.cisa.gov/ics/advisories/icsa-21-194-17
https://us-cert.cisa.gov/ics/advisories/icsa-21-152-01
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-03
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-12
https://us-cert.cisa.gov/ics/advisories/icsa-21-103-07
https://us-cert.cisa.gov/ics/advisories/icsa-21-068-10
https://us-cert.cisa.gov/ics/advisories/icsa-21-040-05

- Siemens ® SCALANCEX XA v FIZ/Nn—FaO— FahizBES{¥ —DER DG
14 (347 (09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-012-02

MCVSSV3 TIFEARE [9.1] &h-TWET,

- Siemens ® SCALANCEX @It —7 R—XDNy 77 F—/N"—=70—FiX
& 3514 (FB37) (09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-012-05

XCVSSv3 TIFEA(E [9.8] £h>TWWET,

- Siemens ® SIMATIC. SINAMICS, SINEC. SINEMA &0 SINUMERIK (25| T
INTLWAWSAYS LS ZDREFEM(EH)(09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-04

- Siemens @ SCALANCE & O SIMATIC (2 1) v — R 38 0 5314 (FE#7) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-20-105-07
MCVSSv3 TIFEARE [7.5] £Hm->TWE T,

- Siemens OEEA — b XA =2 3 VHERICBHA —N"—T7 0 —-Z0E5E1EE
#7)(09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-19-253-03
MCVSSV3 TIFER(E [75] £h-TWET,

+ Siemens @ SCALANCE X X4 v FICR+97% Y v — REER D554 (E%7) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-19-225-03
XCVSSv3 TIFEAE [8.6] £H->TWET,

- ZZEBHD MELSEC iQ-R Series |2 U vV — X418 D 3514 (F57) (09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-20-324-05
XCVSSV3 TIFEARE [75] £H->TWET,

- Johnson Controls Sensormatic Electronics @ KT-1 (ZF¥ v+ 7 F v+ U 7L AL B3R
EE/NA /R RDREEF4E(09/14)
https://us-cert.cisa.gov/ics/advisories/icsa-21-257-02-0



https://us-cert.cisa.gov/ics/advisories/icsa-21-012-02
https://us-cert.cisa.gov/ics/advisories/icsa-21-012-05
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-04
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https://us-cert.cisa.gov/ics/advisories/icsa-19-253-03
https://us-cert.cisa.gov/ics/advisories/icsa-19-225-03
https://us-cert.cisa.gov/ics/advisories/icsa-20-324-05
https://us-cert.cisa.gov/ics/advisories/icsa-21-257-02-0

XCVSSV3 TIFEAE [8.6] £h>TWET,

- CERT NZ A DERITDS Y LY = TIREAA K%Y ) —2(09/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/cert-nz-releases-

ransomware-protection-guide-businesses

“SAP 22021 E 9 BICtFaUT ATy 7 T—rEYU U —2(09/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/sap-releases-

september-2021-security-updates

- Citrix ' ShareFileStorage ZonesController Dt F 2V F 4 7y 7T —Fr%&2 U Y —
2(09/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/citrix-releases-

security-update-sharefile-storage-zones-controller

- HCC Embedded @ InterNiche TCP/IP stack & U NicheLite (Z#E£ D EF5 M (E
#)(09/14)

https://us-cert.cisa.gov/ics/advisories/icsa-21-217-01

XCVSSv3 TIFEA(E [9.8] £h>TWWET,

- Microsoft A% AzureLinux Open Management Infrastructure Dt ¥ 2 U 7 1 B 7
027 L% Y YU —2(CKE DHS)(09/16)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/microsoft-releases-

security-update-azure-linux-open-management

- ManageEngine ADSelfServicePlus TH7-ICHE S NIt % EBERT 5 APT 77
% —(09/16)
https://us-cert.cisa.gov/ncas/alerts/aa21-259%a

- Drupal "EHREZOELF 2T 4Ty 77—+%2YU 1) —2(09/16)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/drupal-releases-

multiple-security-updates

cF =R FZUTHANR—tF 2T 4t EZ—(ACSC)A 202072021 FDH A /N —
ZELKR— bz Y —2x(09/16)


https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/cert-nz-releases-ransomware-protection-guide-businesses
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/cert-nz-releases-ransomware-protection-guide-businesses
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/sap-releases-september-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/sap-releases-september-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/citrix-releases-security-update-sharefile-storage-zones-controller
https://us-cert.cisa.gov/ncas/current-activity/2021/09/14/citrix-releases-security-update-sharefile-storage-zones-controller
https://us-cert.cisa.gov/ics/advisories/icsa-21-217-01
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/microsoft-releases-security-update-azure-linux-open-management
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/microsoft-releases-security-update-azure-linux-open-management
https://us-cert.cisa.gov/ncas/alerts/aa21-259a
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/drupal-releases-multiple-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/drupal-releases-multiple-security-updates

https://us-cert.cisa.gov/ncas/current-activity/2021/09/16/acsc-releases-

annual-cyber-threat-report

- 2021 £ 9 A 13 BB 351 (09/20)
https://us-cert.cisa.gov/ncas/bulletins/sb21-263

- 2021 £ 9 A 20 BB 351 (09/27)
https://us-cert.cisa.gov/ncas/bulletins/sb21-270

- NETGEAR 2 E— b O— FETOEHHEICET 2 X274 T7v 77— Fr%Y
I —2(09/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/21/netgear-releases-

security-updates-rce-vulnerability

“CISA YU —ZXHA K2 :TIC3.0 D IPv6 (ZBET % EE=EIE(09/23)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/23/cisa-releases-

guidance-ipv6-considerations-tic-30

- Cisco WERDOEZDELF 2 U T ATy 77—F%2 1 YU —2(09/23)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/23/cisco-releases-

security-updates-multiple-products

- Ovarro ® TBox IO — KA > = 7> a3 v ED k55 (E#H)(09/23)
https://us-cert.cisa.gov/ics/advisories/icsa-21-054-04
X CVSSv3 TIFEAE [8.8] &H->TWET,
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https://www.nisc.go.jp/active/infra/index.html
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https://www.youtube.com/user/NISCchannel/videos
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