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(1) Microsoft 253 % st
- Microsoft MSHTML o 3514 (CVE-2021-40444) |2 B89 % T E Mt (IPA.
JPCERT/CC. :kE DHS)(09/07, 09/08. 09/09)
https://www.jpcert.or.jp/at/2021/at210038.html
https://www.ipa.go.jp/security/ciadr/vul/20210908-ms.html
https://us-cert.cisa.gov/ncas/current-activity/2021/09/07/microsoft-releases-

mitigations-and-workarounds-cve-2021-40444

(2) Mozilla H&ICEET 2 M55
- Mozilla #* Firefox, Firefox ESR & Thunderbird Dt F¥ a2V 45747 v 77—k
% ) Y — X CKE DHS)(09/08)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/08/mozilla-releases-

security-updates-firefox-firefox-esr-and

(3) Google & (Chrome) 2B ¥ % fe5514
- Google * Chrome Dt F¥2UF 47 v 77— %1 U—X(KE DHS,
Google)(09/01, 09/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/01/google-releases-

security-updates-chrome

https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-
desktop.html

(4) VMware &5 ICB99 2 Be55is
- VMware "MEBOE O X2 ) T4 7 v 77— b%& U YU —X?CKE DHS)(08/25)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/25/vmware-releases-

security-updates-multiple-products

(5) Zofts
* Ghostscript DERB D 3% > FEITA A REAMEFF14E(CVE-2021-3781)ICB8 ¢ % T B
T (JPCERT/CC)(09/13)
https://www.jpcert.or.jp/at/2021/at210039.html
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- OpenSSL DEH DI PCERT/CC. JVN)(08/25)
https://www.jpcert.or.jp/at/2021/at210036.html
https://jvn.jp/vu/JVNVU99612123/

CEHOY Z—BROA VA M—=TFI2H5F5 DLL HAAKICET BHEHE
(JVN)(08/24)

https://jvn.jp/jp/JVN80288258/

XCVSSV3 TIFEARE [7.8] £H->TWET,

- Delta Electronics @ TPEditor It — 7 R—XD/Ny 7 7 A —N"—7 O0—D 554
(JVN)(08/25)

https://jvn.jp/vu/JVNVU97299655/

XCVSSV3 TIFEAE [7.8] £h->TWET,

- #8#? Delta Electronics B 53 ICEH D 5514 (JVN)(08/27)
https://jvn.jp/vu/JVNVU99414749/
¥CVSSv3 TIFEARME [9.8] &> TWET,

- Delta Electronics # DOPSoft 2 (C#E£ D B35 1E(JVN) (09/10)
https://jvn.jp/vu/JVNVU95804712/
XCVSSV3 TIFERE [7.8] - TWET,

- #8#2 D Hitachi ABB Power Grids &5 IC#8 20 fg55 14 (JVN) (08/25)
https://jvn.jp/vu/JVNVU93649726/index.html
XCVSSV3 TIHEARE [7.7] £H->TWET,

- Hitachi ABB Power Grids £ System Data Manager (|} 3 EELIEHR D FEXXRF
D REE5 14 VN)(09/08)
https://jvn.jp/vu/JVNVU94275152/

- Movable Type IZHBIFB2EHRD I/ AP A SR T 774 v 7 OE5EHE
(JVN)(08/25)
https://jvn.jp/jp/JVN97545738/
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https://jvn.jp/vu/JVNVU97299655/
https://jvn.jp/vu/JVNVU99414749/
https://jvn.jp/vu/JVNVU95804712/
https://jvn.jp/vu/JVNVU93649726/index.html
https://jvn.jp/vu/JVNVU94275152/
https://jvn.jp/jp/JVN97545738/

- Controlled Electronic Management Systems #t%2 CEM Systems AC2000 (Z¥1F 3
T 2 R A AL 0 B 5514 (JVN) (08/27)
https://jvn.jp/vu/JVNVU92147191/

- Annke 2! Network Video Recorder ICHEIFHRZ Yy I R—=XD/Ny 7 7H—/N—7
n— o fEFEHEUVN)(08/27)

https://jvn.jp/vu/JVNVU96392481/

MCVSSv3 TIFEARE [9.4] L >TWET,

- baserCMS 12HF2 278X A4 X2 7T 47 DRE5EHEUVN)(08/27)
https://jvn.jp/jp/JVN14134801/

- Sensormatic Electronics 8 KT-1 (X T F A3 N T WH — KX—F (85
#ERALTWLWAEEUJVN)(09/01)
https://jvn.jp/vu/JVNVU96796123/

- Sensormatic Electronics & [llustra IZIBEREEOHEIZE T 2 554 (VN)(09/03)
https://jvn.jp/vu/JVNVU96372273/
XCVSSv3 TIFEARE [7.8] £H->TWET,

cRLYRRAIABTIAILANRNZAEZ— 07T RIZETETALI MUY I3
> OB T WAE D A5 14 (JVN) (09/02)
https://jvn.jp/vu/JVNVU94699053/

- Y xAF7 2 FELTOYOPUC > ) —XICHE T 28R EIEZAD Yy U TELDY Y
— 20 HToiEFEHEUVN)(09/02)
https://jvn.jp/vu/JVNVU95792804/

- Advantech &2 WebAccess ICEITBREX Yy I R—=RD/Ny 7 7F—/_"—70—D
5514 (JVN)(09/06)
https://jvn.jp/vu/JVNVU92879401/

- RevoWorks Browser (2517 5 EX D B84 (JVN)(09/10)
https://jvn.jp/jp/JVN81658818/
XCVSSV3 TIFEARE [8.6] &> TWLWE T,
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https://jvn.jp/vu/JVNVU95792804/
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https://jvn.jp/jp/JVN81658818/

- AVEVA 84 PCS Portal (2317 % DLL 552 A ICBI T 2 BEgstE(JVN)(09/10)
https://jvn.jp/vu/JVNVU98046090/
MCVSSV3 TIFEAE [7.3] & ->TWET

Mitsubishi Electric Europe B.V.5 smartRTU & & U8 INEA & ME-RTU |
DIEFEMHEUVN)(09/13)

BT 5EH
https://jvn.jp/vu/JVNVU93054759/

XCVSSv3 TIFEA(E [9.8] £h>TWET

-EC-CUBE 7574y [—EEm(ZIEB)BEELZES 774 ] ICH1T570
2P A MR TT 47 OREEEOVN)(09/13)
https://jvn.jp/jp/JVN46313661/
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BBV ANRN—EREDHDEIBRDIBERZEIC DU T(09/09)

https://www.npa.go.jp/publications/statistics/cybersecurity/data/R03_kami _cyber
_jousei.pdf
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(1) IPA

ZOERBROELY TURLY Yo7~ T7 72X ITEE ] (08/31)
https://www.ipa.go.jp/security/anshin/mgdayori20210831.html

(2) JPCERT a—74x—Yarvtrz—

EthicsfIRST €4 > F Y bW BE LV F 12U T4 F— L DT DHIERE (HAE
#%)(09/07)

https://www.jpcert.or.jp/research/FIRST-EthicsfIRST.html
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- Weekly Report 2021-09-01 5(09/01)
https://www.jpcert.or.jp/wr/2021/wr213401.html

- Weekly Report 2021-09-08 5(09/08)
https://www.jpcert.or.jp/wr/2021/wr213501.html
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| 4. BADEE

(1) K[E DHS
-FBI & CISADMAB EBERDZ Y L7 2 TEEFEICEI AT FNXAHFUZ Y ) —X
(08/31)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/31/fbi-cisa-advisory-

ransomware-awareness-holidays-and-weekends

https://us-cert.cisa.gov/ncas/alerts/aa21-243a

“CISADSILREF 2 7BEEDOTILY 2 7oL R— G H)%Z Y 1) —2(08/24)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/24/cisa-releases-five-

pulse-secure-related-mars

- WILT T 7ML R — (AR21-236A-AR21-236E)(08/24)
MAR-10336935-2.vl : /)L RO T htF a7
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236a
MAR-10333243-3.vl : /SR 3% 7 bF a7
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236b
MAR-10338401-2.vl : /)L RO T htF a7
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236¢
MAR-10334057-3.vl /X)L X% btEF 27
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236d
MAR-10339606-1.vl : /X)L R O%x 7 bEF 27
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236e

- F5 A' BIG-IP % U BIG-1Q DEHDOMHEMEICET 2 txXa2 VT4 7 XA H ) —%
D 1) — (2021 & 8 A)(08/25)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/25/f5-releases-august-
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https://us-cert.cisa.gov/ncas/current-activity/2021/08/31/fbi-cisa-advisory-ransomware-awareness-holidays-and-weekends
https://us-cert.cisa.gov/ncas/current-activity/2021/08/31/fbi-cisa-advisory-ransomware-awareness-holidays-and-weekends
https://us-cert.cisa.gov/ncas/alerts/aa21-243a
https://us-cert.cisa.gov/ncas/current-activity/2021/08/24/cisa-releases-five-pulse-secure-related-mars
https://us-cert.cisa.gov/ncas/current-activity/2021/08/24/cisa-releases-five-pulse-secure-related-mars
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236a
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236b
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236c
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236d
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-236e
https://us-cert.cisa.gov/ncas/current-activity/2021/08/25/f5-releases-august-2021-security-advisory

2021-security-advisory

- FBI Y5 A /N — 4B B#EM OnePercentGroup IC& 2 7 v Y A7 = THEICEET 1=
ADEP(0C)%= Y U —=z(08/25)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/25/fbi-releases-

indicators-compromise-associated-onepercent-group

- Cisco "MEHDHZDELF 2 T4 7y 7T—r%E DY —2(08/26)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/26/cisco-releases-

security-updates-multiple-products

- Cisco 7' CiscoEnterpriseNFVIS € * 2 U T4 7y 77— k%1 1) —2(09/02)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/02/cisco-releases-

security-updates-cisco-enterprise-nfvis

- Cisco EHEEI GO X2 VT4 7y 7T—r%E 1)U —2(09/09)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/09/cisco-releases-

security-updates-multiple-products

- EEERHIEY X T LAREEERS(CSIWG)2021 #k Virtual Meeting(08/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/27/icsjwg-2021-fall-

virtual-meeting

cFBIAZ Y LT Hive ICBEET 22 ADRI(IOC) % Y U —X(08/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/27/fbi-releases-

indicators-compromise-associated-hive-ransomware

- Microsoft A% Azure Cosmos DB Ok = R DREFFMHEICRET 2 HA X X% Y U —X
(08/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/27/microsoft-azure-

cosmos-db-guidance

“CISAENY RT 5057 4 RY R MMCE—BERBIAOMEH%EH(08/30)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/30/cisa-adds-single-

factor-authentication-list-bad-practices
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< Atlassian AV TILI VY AP —N—¢ F—kt>rX—DtFXa)F4T7 v I F—k
% 1) 1) —2(09/03)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/03/atlassian-releases-

security-updates-confluence-server-and-data

cCISAPRZ—=Y FHY—EXR 7O, X —=(MSP)DEEDY X7 I|ICFET 2EEEES
) 1) —2(09/03)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/03/cisa-insights-risk-

considerations-managed-service-provider

- Citrix ¥ Hypervisor Dt ¥ 2 )54 7v 77— r% U U—2(09/09)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/09/citrix-releases-

security-updates-hypervisor

- WordPress "t a2 U547y 77— r%21U U —2(09/10)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/10/wordpress-releases-

security-update

- Apple »* CVE-2021-30858 & UF CVE-2021-30860 (Cx/6d 2 tFxa T4 7 v 7T
— k%Y —=2(09/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/09/13/apple-releases-

security-updates-address-cve-2021-30858-and-cve

- 2021 £ 8 A 23 BB D55 144 (08/30)
https://us-cert.cisa.gov/ncas/bulletins/sb21-242

- 2021 5 8 A 30 H DB DAEFF R (09/06)
https://us-cert.cisa.gov/ncas/bulletins/sb21-249

2021 9 A 6 HOB D55 1HEER(09/13)
https://us-cert.cisa.gov/ncas/bulletins/sb21-256

- Bluetooth A7 R UX v afifkZ Y R— b T 5T 1A AEKERN
AuthValue BERICHI 9 2 BE5514 (5 %7) (09/01)
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https://kb.cert.org/vuls/id/799380

- Arcadyan R—Z DI —R—E BT LD/NSR b T /8—H LD REES 1 (FE ) (09/06)
https://kb.cert.org/vuls/id/914124

- Advantech @ WebAccess/SCADA [ZHEXI/S R b S /8 —H LED 55 (F
#)(08/24)

https://us-cert.cisa.gov/ics/advisories/icsa-21-168-03

MCVSSV3 TIFEAR(E [7.3] £h-TWET,

- Philips D BEERT /N4 R THOEHAD Y Y — X DFFEED M55 (EH) (08/31)
https://us-cert.cisa.gov/ics/advisories/icsma-20-254-01

- =ZEBHED—4 > MELSEC iQ-R series ICREATRFDHRZ LT vILIC
B9 2 551 (09/07)

https://us-cert.cisa.gov/ics/advisories/icsa-21-250-01

XCVSSv3 TIFEAK(E [74] £h>TWWET,

- ZEBHEOERESICHEIEME(EHT)(09/09)
https://us-cert.cisa.gov/ics/advisories/icsa-20-245-01
XCVSSv3 TIFENE [7.3] &> TWET,

(2) Zzofth

*NETGEAR & X~ — F X A v FICBT 2 EH DTS I4E(NETGEAR)(09/03)
https://kb.netgear.com/000063978/Security-Advisory-for-Multiple-

Vulnerabilities-on-Some-Smart-Switches-PSV-2021-0140-PSV-2021-0144-PSV-

2021-0145
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| 5. FE~DBEL

Ta—RALA—IIOVWTHIZER, TR, BEHAFLETILEEIIL
F Lo T OEREICTERT I L,
mailto:nisc-infra-letter@cyber.go.jp
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RENZ, 202 1F9A28HEENDFETT,
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L] |
OBERCEBLA-EEAN 7 7HEICHRIBEZ BN L TWET,
https://www.nisc.go.jp/active/infra/index.html

ONISC CEREREANTER L7ZIBHR ¥ 2 U T 14 LR 2 B RE B %
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