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(1) Microsoft @RICEE9 % fEsglsE

- Microsoft &G DREEFMHITERICD LT (2021 £ 8 A)(IPA. JPCERT/CC)(08/11)
https://www.ipa.go.jp/security/ciadr/vul/20210811-ms.html
https://www.jpcert.or.jp/at/2021/at210034.html

(2) Google &5 (Chrome) 2B ¥ % fE5514
- Google »* Chrome Dt F* 2T 47 v 77— hr% 1)U —X(CKE DHS)(08/18)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/18/google-releases-

security-updates-chrome

(3) Zofth

cEHOT RERREDO Ty ST — MIDWTUPCERT/CC)(08/11, 08/18)
https://www.jpcert.or.jp/newsflash/2021081101.html
https://www.jpcert.or.jp/newsflash/2021081801.html

Intel B BZICET 2EHDIEIFEICDOWTUPCERT/CC, JVN)(08/11)
https://www.jpcert.or.jp/newsflash/2021081102.html
https://jvn.jp/vu/JVNVU91826524/

- Siemens HRICHT B 7y 77—k~ (2021 &£ 8 A) (JVN)(08/11)
https://jvn.jp/vu/JVNVU99791395/

“HTTP Web 7AF 2% Web 77 £ 7 L —& D HTTP/2 REREHICL 5 HTTP U &
TR bZR=7 U7 DiE5EHEIVN)(08/12)
https://jvn.jp/vu/JVNVU99039870/

- Plone I2BI1F2F—7UKXA L2 bDREgEHEUVN)(08/12)
https://jvn.jp/jp/JVN50804280/

- NicheStack TCP/IP X & v 7 |2 D 554 (JVN)(08/12)
https://jvn.jp/vu/JVNVU98488549/



https://www.ipa.go.jp/security/ciadr/vul/20210811-ms.html
https://www.jpcert.or.jp/at/2021/at210034.html
https://us-cert.cisa.gov/ncas/current-activity/2021/08/18/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/08/18/google-releases-security-updates-chrome
https://www.jpcert.or.jp/newsflash/2021081101.html
https://www.jpcert.or.jp/newsflash/2021081801.html
https://www.jpcert.or.jp/newsflash/2021081102.html
https://jvn.jp/vu/JVNVU91826524/
https://jvn.jp/vu/JVNVU99791395/
https://jvn.jp/vu/JVNVU99039870/
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XCVSSV3 TIFEAE [9.8] £h>TWET,

- Cognex & In-Sight OPC Server (CEETERWVWT —XDTY U T 74— 3> D
B33 (JVN)(08/13)

https://jvn.jp/vu/JVNVU97245059/

MCVSSV3 TIFEA(E [8.8] &h-TWET,

- Horner Automation & Cscape 2D 554 (JVN)(08/13)
https://jvn.jp/vu/JVNVU96261114/
XCVSSv3 TIFEARE [7.8] &> TWLWET,

- D-LINK JL—% DSL-2750U #0551+ (VN)(08/16)
https://jvn.jp/vu/JVNVU92088210/
XCVSSv3 TIZEARE [8.8] &> TWET,

- Microsoft Windows OFIRI X 77— — (2 E— b 3— NETOMEFEHEUVN)(08/17)
https://jvn.jp/vu/JVNVU96414899/
MCVSSv3 TIFEARME (73] &hH-TWET,

- Huawei & EchoLife HG8045Q (CH1F5 0S a~x>» A7 3 vDiEHE%
(JVN)(08/17)
https://jvn.jp/jp/JVN41646618/

- CyberNewsFlash [Apple 8FZ D7 v 77— hIZ2WT (2021 £ 8 A) |
(JPCERT/CC)(08/17)
https://www.jpcert.or.jp/newsflash/2021081103.html

ALY RYA /OB EATTY RFEA Y k¥ 2 U7 4 BRI H T TE A<
— Iy vz roE Y Y ToEEMEUVN)(08/18)
https://jvn.jp/vu/JVNVU90091573/

- ThroughTek & Kalay P2P SDK (25172 7 7 & X &R Mg D Aags it (JVN) (08/18)
https://jvn.jp/vu/JVNVU92334702/
¥CVSSV3 TIFEAE [9.6] &> TWLWET,
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- Advantech & WebAccess/NMS (1251 2 ZEF e D A5 14 (JVN) (08/18)
https://jvn.jp/vu/JVNVU97362937/

- xArrow Software & xArrow (Z35 17 3B D E5514% (JVN)(08/18)
https://jvn.jp/vu/JVNVU96999992/

- ISC BIND 9 | A551 (CVE-2021-25218) (CBI¥ % ;Fx=Magc (JPCERT/CC,
JVN)(08/19)
https://www.jpcert.or.jp/at/2021/at210035.html
https://jvn.jp/vu/JVNVU95033866/index.html

- Navigate CMS (251 28 D55 UVN)(08/19)
https://jvn.jp/vu/JVNVU95261759/index.html
XCVSSv3 TIFERE [8.8] £l-TWWE T,

- AVEVA %Y SuiteLink Server 251 2 E# D554 (JVN)(08/20)
https://jvn.jp/vu/JVNVU92695780/index.html
MCVSSv3 TIFEARME [8.1]) &H-TWET,
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- SH3EE RET 7R TANREOERERRER VT 7 & XHIEHEEE BT 2 11l

OEFEHEDORREICE T I2RAEOERICOWT [$F34£8 A 23 H] (08/23)
https://www.npa.go.jp/cyber/pdf/R030823 access.pdf
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(1) IPA
(P AN—vwF2UTARBREFRLY—IIL] 2R LE LA, (08/17)

https://www.ipa.go.jp/security/economics/checktool/index.html

- Microsoft # Internet Explorer ®¥ R — F&T 122U T(08/18)
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https://www.ipa.go.jp/security/announce/ie_eos.html

- NIST XX SP800-172 [BEXNRIFWEIERERET H7-ODILERELF 1V T4 &
4: NIST SP 800-171 %2 | D&M ERFIL £ L7z, (08/20)
https://www.ipa.go.jp/security/publications/nist/index.html

favbEa—&Y4LR - RET7 72 ZADBHEG [2021 £ L8 (1 B~6 B)1J
ZNBILE L7, (08/23)
https://www.ipa.go.jp/security/outline/todokede-j.html

MR EF 22U T4 10 KEE 2021 S5HBEREAR] (—RABERIT)] 228
BL £ L7, (08/23)
https://www.ipa.go.jp/security/vuln/10threats2021.html

(2) JPCERT a—F74Fx—Yavtri—
- Weekly Report 2021-08-12 5(08/12)
https://www.jpcert.or.jp/wr/2021/wr213101.html

- Weekly Report 2021-08-18 =(08/18)
https://www.jpcert.or.jp/wr/2021/wr213201.html
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@ K[E DHS
*Drupal "t F 2 U747y 7 7—Fr%21UU—2(08/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/12/drupal-releases-

security-updates

- 2021 £ 8 A 9 HOBE O fE5514ER (08/16)
https://us-cert.cisa.gov/ncas/bulletins/sb21-228

- 2021 % 8 A 16 H DB fE55 1R (08/23)
https://us-cert.cisa.gov/ncas/bulletins/sb21-235
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- BlackBerry @ QNXRTOS (C52% 5 2 % BadAlloc D RfE5514#(08/17)
https://us-cert.cisa.gov/ncas/alerts/aa21-229a
https://us-cert.cisa.gov/ncas/current-activity/2021/08/17/badalloc-

vulnerability-affecting-devices-incorporating-older

O RTOS ICBMA—N—Tn—F/E Ty 7777 RO (EH)(08/17)
https://us-cert.cisa.gov/ics/advisories/icsa-21-119-04
¥CVSSv3 TIFEKE [9.8] £h->TWET,

*CISADZ v H L7 2 T7ICERAT 2T —XEENOIERERET 21-0OHERFEES
121£(08/18)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/18/cisa-provides-

recommendations-protecting-information-ransomware

- Mozilla #* Firefox & Thunderbird Dt * 2V 4574 7 v 75— 2U1U—2X
(08/18)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/18/mozilla-releases-

security-updates

- Cisco "E#EGOEF 2V T 47 v 77— h2 YUY —2x(08/19)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/19/cisco-releases-

security-updates-multiple-products

- 822 ProxyShell D551 DEBEY 5 BAD HRET 5 (08/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-

against-active-exploitation-proxyshell

- NY g — BB O FEER(08/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/hurricane-related-
scams
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https://www.nisc.go.jp/active/infra/index.html

ONISC CEREREAMTER L7 ¥ 2 U T 14 LR 2 BFAERE B %
BHEHLTWES,
https://www.youtube.com/user/NISCchannel/videos
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