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(1) Microsoft 85 ICE3¥ 2 ME351E
- Microsoft Windows & d Windows Print Spooler D554 (22> UL T (IPA,
JPCERT/CC. JVN, E DHS. *E CERT/CC)(07/01, 07/05. 07/06, 07/08)
https://www.ipa.go.jp/security/ciadr/vul/20210705-ms.html
https://www.jpcert.or.jp/at/2021/at210029.html
https://jvn.jp/vu/JVNVU96262037/
https://us-cert.cisa.gov/ncas/current-activity/2021/06/30/printnightmare-

critical-windows-print-spooler-vulnerability

https://us-cert.cisa.gov/ncas/current-activity/2021/07/06/microsoft-releases-

out-band-security-updates-printnightmare
https://kb.cert.org/vuls/id/383432
XCVSSv3 TIFEARE [8.8] £m->TWE T,

(2) zoft
- JPCERT/CC Eyes [ECHA b/ BRYA MR YT T4 v EHEEZEBRLZK
2| (JPCERT/CC)(07/06)

https://blogs.jpcert.or.jp/ja/2021/07/water_pamola.html

- B# D Exacq Technologies &R/ ARY A F R 7 U T T4 > 7 DTN
(JVN)(06/30)
https://jvn.jp/vu/JVNVU94425254/

s XFY =y 78 FPWIN Pro (2 XML AT > T 1 7 4 ZRONEY) 2 HRDMESS
t(UVN)(06/30)
https://jvn.jp/vu/JVNVU95869186/

- AVEVA #! AVEVA System Platform (23513 25D 5514 (JVN)(06/30)
https://jvn.jp/vu/JVNVU90207343/
¥CVSSv3 TIFEA(E [8.0] &£ ->TWET,
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https://jvn.jp/vu/JVNVU95869186/
https://jvn.jp/vu/JVNVU90207343/

- Claroty &L Secure Remote Access Site (ZEZ2EF[E]%RE D fE55M4 (JVN)(06/30)
https://jvn.jp/vu/JVNVU91235385/

- EC-CUBE 2813 7 7 & X#IBERE D M54 (JVN)(07/01)
https://Jvn.Jp/Jp/JVN57942445/
CVSSv3 TIFEALRME [75]) &h-TWET,

 CEEHBTAEES X T LICET S XML NS EES B (XXE) D @Y 4 HIBR 12
B39 % st (JVN)(07/01)

https://jvn.jp/vu/JVNVU93086468/

MCVSSV3 TIFEAR(E [9.3] £h-TWET,

- CEEHRTREES X T L0 WEB BEEICH AR TIILTY XLONEY) A E
212899 2 Ae5EtE(JVN)(07/01)

https://jvn.jp/vu/JVNVU96046575/
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- Johnson Controls &4 Facility Explorer (@Y 4 R EIE D B354 (JVN)(07/02)
https://jvn.jp/vu/JVNVU91813797/
XCVSSv3 TIFESKE [8.8] £h->TWET,

- Sensormatic Electronics & C-CURE 9000 (Z @Y7 A DR D 5514
(JVN)(07/02)

https://jvn.jp/vu/JVNVU95301283/

MCVSSV3 TIFEAR(E [8.8] &£h->TWET,

- Bachmann Electronic & M1 System Processor Modules |25 28EAR+5 7
X2 — RNy 32 OERDAEEEIEUVN)(07/02)

https://jvn.jp/vu/JVNVU98660055/

XCVSSv3 TIFENE [7.2] £h->TWET,

- FLY RYA2708NRRT—RFvRx— v — 2B T 2EHOM55%EUVN)(07/05)
https://jvn.jp/vu/JVNVU93149000/
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AEg5 14 (JVN)(07/05)
https://jvn.jp/jp/JVN21636825/

- WordPress A2 714 > WordPress Email Template Designer - WP HTML Mail
ICBT270XY A MY IR M7= ) ORE5E4EUVN)(07/06)
https://jvn.jp/jp/JVN42880365/

- WordPress 77 71 > WPCS - WordPress Currency Switcher (ZH175 70X
YA M) TR b7 54—V OREFFHEUVN)(07/06)
https://jvn.jp/jp/JVN91372527/

- WordPress A7 71 > Software License Manager (CHBIF2 78X A4 Yo
T2 74—z Y DMEFEHIVN)(07/08)
https://jvn.jp/jp/JVN89054582/

- WordPress FE7'Z 74 > WordPress Meta Data Filter & Taxonomies Filter (2%
7270294 )T R M7=V DREIEHEUVN)(07/08)
https://jvn.jp/jp/JVN48413554/

I L OLBL—RICBITBRAINMES LVCO0S aAav >y R4 vy avoleshmk
(JVN)(07/06)
https://jvn.jp/vu/JVNVU94260088/

- Philips 4 Vue PACS 8@ (2B 2 EH D BE5514 (JVN)(07/07)
https://jvn.jp/vu/JVNVU96012689/
MCVSSV3 TIFEA(E [9.8] £Hh->TWET,

- Moxa 8 NPort IAW5000A-1/0 Series Wireless Device Server (C#E# D551t
(JVN)(07/07)

https://jvn.jp/vu/JVNVU98641659/

XCVSSv3 TIFEAE [9.8] &H->TWET,

- Android 77U [¥—2—] (ZHTE7 7 XFBRNMEDEZEHEUVN)(07/07)
https://jvn.jp/jp/JVN25850723/
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- Rockwell Automation £ MicroLogix 1100 (Z$ T 2 @Y 7 A HFESL D55t
(JVN)(07/09)

https://jvn.jp/vu/JVNVU93901835/

XCVSSv3 TIFEAE [8.6] £Hm->TWET,

- MDT Software £ MDT AutoSave IZ#E#® 551 (VN)(07/09)
https://jvn.jp/vu/JVNVU95888908/
¥CVSSv3 TIFEAE [10.0] x> TWET,

- Everything (285175 HTTP ANy X4 > x> 3> DiE5E4HEUVN)(07/09)
https://jvn.jp/jp/JVN68971465/
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(1) NISC
A NRN—tF 2T BEEAREREE 30 BlSA & FIME(07/07)

https://www.nisc.go.jp/conference/cs/index.html#cs30

TR AN—tF 2 U T A HB(F)] FICBET2BROFEICOWVT(07/12)
https://www.nisc.go.jp/active/kihon/cyber-security-senryaku_2021.html

(2) &®T

- [EEEEERD 1T AN U RFICEAT 2HEERL A — M RO [E@EBEO> X7

LEFICEAT 20 LER— K] ORFIZDULT(06/30)
https://www.fsa.go.jp/news/r2/20210630/20210630.html

(3) MBE
(A= b TAEF2VTAHARTAY (FB20R) ] (B) ICHT2EREE
DIRERRN [RY— b TFA42F2UTAHARTA> (B20HR) ] OR%(06/30)
https://www.soumu.go.jp/menu_news/s-news/01lcyber01_02000001_00115.html
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https://www.nisc.go.jp/conference/cs/index.html#cs30
https://www.nisc.go.jp/active/kihon/cyber-security-senryaku_2021.html
https://www.fsa.go.jp/news/r2/20210630/20210630.html
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(1) IPA

- ROMERERAOL LY [RPICEEEFIN R EARAANEREHOEEZEXE LAV
< ! ] (06/23)

https://www.ipa.go.jp/security/anshin/mgdayori20210623.html

(YA N—L X F 2B (J-CRAT) JEBNRR 2020 FETHHE] 2R L L1
(06/25)
https://www.ipa.go.jp/security/J-CRAT/index.htm|

(2) JPCERT a—F4x—Yavtriz—
- Weekly Report 2021-06-23 =(06/23)
https://www.jpcert.or.jp/wr/2021/wr212401.html

- Weekly Report 2021-06-30 5(06/30)
https://www.jpcert.or.jp/wr/2021/wr212501.html

- Weekly Report 2021-07-07 5(07/07)
https://www.jpcert.or.jp/wr/2021/wr212601.html

- CyberNewsFlash [2021 £ 4 B»» 6 B%#RY &> T (07/08)
https://www.jpcert.or.jp/newsflash/2021070801.html
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(1) >KE DHS
-CISAN~ LT 2 T7HniLAR—b%zRFEL. DarkSide Z Y L7 T T7ICBEST ST 2
— k &E#(07/07, 07/08)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/07/cisa-publishes-
malware-analysis-report-and-updates-alert-darkside

https://us-cert.cisa.gov/ncas/alerts/aa21-131a

https://us-cert.cisa.gov/ncas/analysis-reports/ar21-148a

-VMware I3t ¥ 12U T4 7 v 7T7—F%E1UU—2(06/23)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/23/vmware-releases-
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security-updates

- Citrix |& Hypervisor ¥ 2 U5 4 7v 77— r%& U U —2(06/25)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/25/citrix-releases-

security-updates-hypervisor

“CISAEH A N=Y RV 55D 2BWMETDH 2 0/ VER % BHSA(06/29)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/29/cisa-begins-

cataloging-bad-practices-increase-cyber-risk

cCISADY A N—tF2UFT A5HEY—IL(CSETIZ T VY LT T T DEERICBHES
%7€ (06/30)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/30/cisas-cset-tool-sets-

sights-ransomware-threat

cAYTDOGRUICKZ T — b7 4 —XF v =2 (ZFF 5 NSA-CISA-NCSC-
FBI RV A N—tF 12U T4 7 KN4 U —(07/01)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/01/nsa-cisa-ncsc-fbi-

joint-cybersecurity-advisory-russian-gru-brute

- Kaseya VSA DY 754 Fx—> 5 o4 LT 7RE07/02)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/02/kaseya-vsa-supply-

chain-ransomware-attack

- Kaseya VSADY 754 Fr—> FVHYLTITHREODEESAZITD MSP &%
DEFRIZXT 5 CISA-FBI 44 &> 2(07/04)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/04/cisa-fbi-guidance-

msps-and-their-customers-affected-kaseya-vsa

- Kaseya ZFVSAF V7L IRV 7 bz T7OMHEEICHT 22T a7y 7T
— b %12 #£(07/12)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/12/kaseya-provides-

security-updates-vsa-premises-software

- Cisco lFEHEZDEXF 212U T4 T v 7T—r% 1) 1)—2(07/08)
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https://us-cert.cisa.gov/ncas/current-activity/2021/07/08/cisco-releases-

security-updates-multiple-products

- CISA A FY20 DY R LHE5aE DD % U Y —Z(07/08)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/08/cisa-releases-

analysis-fy20-risk-and-vulnerability-assessments

- ForgeRock 77 £ R EB DB KA RE5514E(07/12)
https://us-cert.cisa.gov/ncas/current-activity/2021/07/12/critical-forgerock-

access-management-vulnerability

- 2021 % 6 A 21 BB D554 (06/28)
https://us-cert.cisa.gov/ncas/bulletins/sb21-179

- 2021 % 6 A 28 H DB D554 (07/05)
https://us-cert.cisa.gov/ncas/bulletins/sb21-186

- 2021 7 B 5 BHOBEDEFEIERER07/12)
https://us-cert.cisa.gov/ncas/bulletins/sb21-193

- FATEK @ WinProladder |2 IZ&3EANFEAEY D AE5514E(06/24)
https://us-cert.cisa.gov/ics/advisories/icsa-21-175-01
XCVSSV3 TIFEKNE [7.8] £h->TWET,

- Philips DEEERMY U 12— 3> XDSICIZEBRERD 7 ) 77 F R MXEDH
5514(06/24)
https://us-cert.cisa.gov/ics/advisories/icsma-21-175-01

- JTEKT @ TOYOPUC PLC ICIZ X E U /Ny 7 7IERHN TORIEDAE Y] 72§l R D i
5514 (07/01)
https://us-cert.cisa.gov/ics/advisories/icsa-21-180-04

- Delta Electronics @ DOPSoft |2 [$8EF 4S5 A4ER Y DRE5514(07/01)
https://us-cert.cisa.gov/ics/advisories/icsa-21-182-03
XCVSSv3 TIFEARE [7.8] £H->TWET,
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- VISAM @ VBASE (Z## o 5514 (F37) (07/08)
https://us-cert.cisa.gov/ics/advisories/icsa-20-084-01
XCVSSv3 TIFEKNE [9.0] & ->TWET,
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- Bluetooth A7 R U A v ¥ a A2 Y R— b2 7134 RTHBERERV
AuthValue BRI 9 % fe3314E (CkE CERT/CC)(06/24)
https://kb.cert.org/vuls/id/799380
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