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1. Fxzv I/ hRERIER

(1) Microsoft 2543 % st

Microsoft 1& 2021 £ 6 Bt * 274 7 v 77— %Y U—X(KE DHS,

IPA. JPCERT/CC)(06/08. 06/09)

https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/microsoft-releases-

june-2021-security-updates

https://www.ipa.go.jp/security/ciadr/vul/20210609-ms.html

https://www.jpcert.or.jp/at/2021/at210027.html

(2) Adobe & mICBIY % fe551%

Adobe IFEHEELGZDLF 212U T 47 v 77— % U U—XCKE DHS. IPA,

JPCERT/CC) (06/08. 06/09)

https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/adobe-releases-

security-updates-multiple-products

https://www.ipa.go.jp/security/ciadr/vul/20210609-adobereader.html

https://www.jpcert.or.jp/at/2021/at210026.html

https://www.jpcert.or.jp/newsflash/2021060901.html

(3) Google & (Chrome) 2B ¥ % 5514

Google |& Chrome Dt F¥ a2 UF 47 v 75— k%1 U—ZCKE DHS)(06/10,

06/18)

https://us-cert.cisa.gov/ncas/current-activity/2021/06/10/google-releases-

security-updates-chrome

https://us-cert.cisa.gov/ncas/current-activity/2021/06/18/google-releases-

security-updates-chrome

(4) Zofts

Intel RICEET 2EHDAETFIEIC DL T(2021 & 6 B)(UJPCERT/CC,

JVN)(06/09. 06/10)

https://www.jpcert.or.jp/newsflash/2021060902.html

https://jvn.jp/vu/JVNVU99965981/



https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/microsoft-releases-june-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/microsoft-releases-june-2021-security-updates
https://www.ipa.go.jp/security/ciadr/vul/20210609-ms.html
https://www.jpcert.or.jp/at/2021/at210027.html
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/adobe-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/adobe-releases-security-updates-multiple-products
https://www.ipa.go.jp/security/ciadr/vul/20210609-adobereader.html
https://www.jpcert.or.jp/at/2021/at210026.html
https://www.jpcert.or.jp/newsflash/2021060901.html
https://us-cert.cisa.gov/ncas/current-activity/2021/06/10/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/06/10/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/06/18/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/06/18/google-releases-security-updates-chrome
https://www.jpcert.or.jp/newsflash/2021060902.html
https://jvn.jp/vu/JVNVU99965981/

- bfLY R4 27089422 L — for Home Network (23T B3EH DB
(JVN)(06/09)
https://jvn.jp/vu/JVNVU92417259

- Rockwell Automation #! |SaGRAF5 Runtime (242D 5514 (VN)(06/09)
https://jvn.jp/vu/JVNVU90811375/
XCVSSV3 TIFEAE [9.1] - TWE T,

- Rockwell Automation & FactoryTalk Services Platform (Z{R# X 1 =X L DM
DREE51EUVN)(06/11)
https://jvn.jp/vu/JVNVU90524470/

- AVEVA Software & InTouch ICXEY NOEEMAIBEHE N ERFIND M
(JVN)(06/09)
https://jvn.jp/vu/JVNVU94212650/

- Johnson Controls & Metasys Servers, Engines, SCT Tools (Z7N@Y) 74 HERE I
D35 UVN)(06/09)

https://jvn.jp/vu/JVNVU91693325/

XCVSSv3 TIFERNE [8.8] &> TWET,

- Thales & Sentinel LDK Run-Time Environment ([ZBIF 2R+ T7 A4 X b —
WAL D331 (JVN)(06/09)

https://jvn.jp/vu/JVNVU95634783/

MCVSSV3 TIFEAR(E [9.6] £h->TWET,

- #B#® Schneider Electric #2515 2 AE53MHEUVN)(06/09)
https://jvn.jp/vu/JVNVU94079949/
MCVSSV3 TIFEAE [7.8] LHm-TWET,

- Schneider Electric # Enerlin'’X Com'X 510 |Z7 @Y 22 HEREE D g gt
(JVN)(06/18)

https://jvn.jp/vu/JVNVU93458321/

XCVSSv3 TIFEAME [85] &H->TWET,
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- Open Design Alliance #4 Drawings SDK (25 288D 351 (JVN)(06/09)
https://jvn.jp/vu/JVNVU95145431/
XCVSSv3 TIFEKNE [7.8] £h->TWET,

- Siemens HRICWT BT v 77—+ (2021 % 6 B)(JVN)(06/09)
https://jvn.jp/vu/JVNVU95781418/

- ZOLL #! Defibrillator Dashboard (25T 32 &2 D k55814 (VN)(06/11)
https://jvn.jp/vu/JVNVU99848546/
XCVSSv3 TIFEARE 19.9] £H->TWET,

- AGG Software % Web Server Plugin (Z#D 5514 (JVN)(06/11)
https://jvn.jp/vu/JVNVU95074675/
XCVSSv3 TIFEARE [8.2] &H-»TWET,

- WordPress B 75 2°14 >~ Welcart e-Commerce IZBIT2 270X A X7 TF
4 7 DREFEMEUVN)(06/11)
https://jvn.jp/jp/JVN70566757/

- GROWI (ZH 1 2 EH D RE5514 (JVN)(06/14)
https://jvn.jp/jp/JVN95457785/
¥CVSSV3 TIFEAE [75] &> TWET,

- Android 77 THTIFTAL I2BT27 7 XEBRNMEDMEEHEUVN)(06/14)
https://jvn.ip/jp/JVN38034268/

- Apache HTTP Web Server2.4 (CH T 2 EHDBHEMEICHT 2T v 75—k
(JVN)(06/14)
https://jvn.jp/vu/JVNVU96037838/

- B D ETUNAE EC-CUBERB 7S4BT 370RYA NRZ2YTT 404
D fEsstE(VN)(06/15)
https://jvn.jp/jp/JVN79254445/
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- 8D EC-CUBE3 0O R 774 VB2 0824 bRV U 7T 4 VD5
MICBAY 2 22 (JPCERT/CC)(06/15)
https://www.jpcert.or.jp/at/2021/at210028.html

- #E# D EC-CUBE#® EC-CUBER 7774 v IcB I 2EHD /RS A r 27T
T4 > 7 DiEFEEUVN)(06/15)

https://jvn.jp/jp/JVN57524494/

MCVSSV3 TIFERE [7.1] Eh->TWET,

- ThroughTek & P2P SDK ICEZEABEBDFEX TOIXREDTHIEUVN)(06/16)
https://jvn.jp/vu/JVNVU91747873/
¥CVSSv3 TIFEARME [9.1] &H->TWET,

- Automation Direct &2 CLICK PLC CPU Modules (Z##d B35 (VN)(06/16)
https://jvn.jp/vu/JVNVU94696836/
XCVSSv3 TIFEAE 19.8] £H->TWET,

- Hitachi Application Server N~V ICE T B 70 RY A RO U T T4 > 7 DOIEHEME
(JVN)(06/17)
https://jvn.jp/jp/JVN03776901/

CHIMBRB T 7ANLT Ty b7 —LBRICHITFE 0S av MYz a3vD
fa55 14 (JVN)(06/18)

https://jvn.jp/jp/JVN21298724/

XCVSSv3 TIFEAE [8.8] £%m->TWLWET,

- Advantech % WebAccess/SCADA 25T 2EH D551 (UVN)(06/18)
https://jvn.jp/vu/JVNVU91695634/
XCVSSV3 TIFERE [7.3] &El-TW0WET,

- Softing & OPC-UA C++ SDK 2Ny 7 7 TS5 — D fEgatE(JVN)(06/18)
https://jvn.jp/vu/JVNVU95863438/
MCVSSv3 TIFEARE [7.5] &H->TWET,
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| 2. BUTHBIDE) =

(1) NI'SC

- [BUFHERS - WA RN HFEFICES T 2EETO LINEFIBIRRAZ 2B £ X 5% D
LINE 4 —EXEDFABOBEDERH (4 K74 )] O—EFIE(06/11)
https://www.nisc.go.jp/active/general/pdf/guideline210611.pdf

(2) K4
STICT A R—tF 2 7 4 A 2021 () 1T 2E2REE(06/09)
https://www.soumu.go.jp/menu_news/s-news/02cyber01 04000001 00189.html

s HAN—tFa2UTAER7T7+—Z (F32[E) (6/3 FE)(06/11)

https://www.soumu.go.jp/main_sosiki/kenkyu/cybersecurity taskforce/02cyber01

04000001_00190.html

u O
| 3. BRI E =

® JPCERT a—F14%x—vavtriz—
- Weekly Report 2021-06-09 =(06/09)
https://www.jpcert.or.jp/wr/2021/wr212201.html

- Weekly Report 2021-06-16 =(06/16)
https://www.jpcert.or.jp/wr/2021/wr212301.html

O ]
| 4. BADEE

@ K[E DHS
“SAP 32021 £ 6 BOEFxa VT4 7y 77— F%YYU—2(06/08)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/sap-releases-june-

2021-security-updates

- Thales @ Sentinel LDK Run-Time BiE (AL 7 ) —> 7 v 7ORE5514E(06/08)
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https://us-cert.cisa.gov/ics/advisories/icsa-21-159-06
¥CVSSv3 TIFEKNE [9.6] h->TWET,

- Siemens @ PROFINET DCP % 323 L 7-#23 I A@ Y] /e A NIREE D 3514 (B
7)(06/08)
https://us-cert.cisa.gov/ics/advisories/ICSA-17-129-02

- Siemens DEZEA — b X —2 3 VESRICEHA — -7 0 —F0ME5HEEE
$)(06/08)

https://us-cert.cisa.gov/ics/advisories/ICSA-17-339-01

XCVSSv3 TIFEA(E [75] £h>TWWET,

- Siemens DA —H v FMESRITETI TR WY Y — ZHEHIR O 5514 (B #) (06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-19-283-02
MCVSSv3 TIFEARE [7.5] &> TWET,

- Siemens @ SIMATIC. SINAMICS. SINEC. SINEMA RO SINUMERIK (25| B& T
INTWEWTBS T L/ XDMEFEE(EH)(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-04

- Siemens DEEF — b A =2 3 VEEESRICEH A —N"—7 0 —FDEHEE(E
$7)(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-07

+ Siemens @ SIMATIC HMI (238 o ZBEE 4T 0 NiE Y 75 1 BR o At 55 14 (82.%7) (06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-06

* Siemens @ Solid Edge ICEFEANDE & A S 0 5514 (FE#7) (06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-103-06
XCVSSv3 TIFEARE [7.8] £H->TWET,

- Siemens @ Linux R — R B F R+ 2 ELEEER O 5514 (F#) (06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-03
MCVSSV3 TIFEARE [74] £H->TWET,
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- Siemens @ SINAMICS REREEGICAEY /Ny 7 7 DEFRATORIEOTEY) 75l
BR o> e 3314 (FE347) (06/09)

https://us-cert.cisa.gov/ics/advisories/icsa-21-131-04

XCVSSv3 TIEEAE [9.8] £H->TWET,

- Rockwell Automation @ ISaGRAF5 Runtime (ZHEXI/¥ 2 b Z /N —=HIL D E5514E
(06/08)

https://us-cert.cisa.gov/ics/advisories/icsa-20-280-01

MCVSSV3 TIFEAR(E [9.1] Eh-TWET,

- Rockwell Automation ® ISaGRAF5 Runtime (ZAE¥F /S 2 b T /XN —=H L D fg551E (F
) (06/17)

https://us-cert.cisa.gov/ics/advisories/icsa-20-280-01

XCVSSv3 TIFEA(E [9.1] £h>TWWET,

- Schneider Electric @ Modicon X80 IZARFFRI DE ~ DR IFFR N F D AE3514(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-159-05

- Schneider Electric @ IGSS (ZEFADE = AA DAE5514(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-159-04
XCVSSv3 TIEENE [7.8] &> TWET,

- Schneider Electric @ Enerlin'X Com’ X 510 [ AE ) AR S EE D g5t (06/17)
https://us-cert.cisa.gov/ics/advisories/icsa-21-168-01
XCVSSv3 TIFEAE [85] &H->TWET,

- AVEVA @ InTouch ICXAE ) AOEEIERD U T THFIX XML —T OREEME
(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-159-03

- Open Design Alliance ® Drawings SDK (Z&EFH A 5t AN Y D fifE3514(06/08)
https://us-cert.cisa.gov/ics/advisories/icsa-21-159-02
XCVSSv3 TIFENE [7.8] £Hh->TWET,

- Johnson Controls @ Metasys (ZANE Y] RS EE IR D 514 (06/08)
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https://us-cert.cisa.gov/ics/advisories/icsa-21-159-01
¥CVSSv3 TIFESKE [8.8] £h->TWET,

- CISA ILEREMBEE X —4 v M LT-7 Y L7 7 OEIICXTL(06/09)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/09/cisa-addresses-rise-

ransomware-targeting-operational-technology

2021 5 6 B 7 BOBD K35 R (06/14)
https://us-cert.cisa.gov/ncas/bulletins/sb21-165

- 2021 £ 6 A 14 BB D554 (06/21)
https://us-cert.cisa.gov/ncas/bulletins/sb21-172

» OpenClinic GA (C#E# D E5514% (%) (06/15)
https://us-cert.cisa.gov/ics/advisories/icsma-20-184-01
XCVSSv3 TIFEARME [9.8] &> TWE T,

*M&M v 7 b7 = 7o fdtCONTAINER ICEFES N TWAEWT — X DS U TILLD
R334 (E#r) (06/17)

https://us-cert.cisa.gov/ics/advisories/icsa-21-021-05

XCVSSv3 TIFEAE (73] £h->TWET,

- Advantech @ WebAccess/SCADA ICHEXI /XX b /8 —H LD fE5514(06/17)
https://us-cert.cisa.gov/ics/advisories/icsa-21-168-03
XCVSSV3 TIFEKNE [7.3] Eh->TWET,

- Softing @ OPC-UA C++ SDK (X E U /Ny 7 7 DIEF N TOIRIEDREY) 72§ R
o fE5514£(06/17)

https://us-cert.cisa.gov/ics/advisories/icsa-21-168-02

XCVSSv3 TIFEARE [75] £Hh->TWET,

- Cisco [FEHEZDEF 212U T ATy 77— 21U U —2(06/17)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/17/cisco-releases-

security-updates-multiple-products
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