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https://www.spencerfane.com/wp-content/uploads/2021/06/Memo-What-We-

Urge-You-To-Do-To-Protect-Against-The-Threat-of-Ransomware.pdf
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% (FBI)(05/20)
https://www.aha.org/system/files/media/file/2021/05/fbi-tlp-white-report-

conti-ransomware-attacks-impact-healthcare-and-first-responder-networks-5-20-

21.pdf
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https://www.nisc.go.jp/press/pdf/projectist20210525.pdf
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- Google & Chrome Dt F 2T 47y 77— hr% 1)U —X(KE DHS)(05/26)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/26/google-releases-

security-updates-chrome
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- VMware vCenter Server D#E#DRE5EE (CVE-2021-21985, CVE-2021-21986)

ICBI T B EEM2JPCERT/CC, kE DHS)(05/26. 06/04)
https://www.jpcert.or.jp/at/2021/at210025.html

https://us-cert.cisa.gov/ncas/current-activity/2021/06/04/unpatched-vmware-

vcenter-software
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- CyberNewsFlash [#2® Apple R0 7 v 75— k22T
(JPCERT/CC)(05/25)
https://www.jpcert.or.jp/newsflash/2021052501.html

- Bluetooth I 7S LA v 2 (HERICEH DB UVN)(05/26)
https://jvn.jp/vu/JVNVU99594334/

- Pulse Secure & Pulse Connect Secure (Z/Ny 7 74+ —/N\—7 O—DiE5E%E
(JVN)(05/26)

https://jvn.jp/vu/JVNVU98263390/
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< Zettlr IZBIF278RY A XV TT 47 OHEFEEUVN)(05/26)
https://jvn.jp/jp/JVN98239374/

- Luxion & KeyShot (ZH T 2 D REFEMHEUVN)(05/27)
https://jvn.jp/vu/JVNVU98395603/
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- B# D Rockwell Automation B (C REEKREAAIREAETIMEUVN)(05/27)
https://jvn.jp/vu/JVNVU99402132/

- Checkbox Survey ICELTHWTFI U T 74— 3 DiE5MHUVN)(05/27)
https://jvn.jp/vu/JVNVU99816551/

- ZZEBHE MELSECIQ-R U —X® MELSOFT ER—MCHIFTA Y Y — R
B REgeMH (JVN)(05/27)
https://jvn.jp/vu/JVNVU98060539/

- GENIVI Alliance & dlt-daemon (CE =7 R—=XD/N\Ny 7 7 F—/"—70—0DfE55
M (JVN)(05/28)

https://jvn.jp/vu/JVNVU94613356/
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(JVN)(05/28)

https://jvn.jp/vu/JVNVU91343607/
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- Mesalabs % AmegaView (2372 EHDHETEMHEJVN)(05/28)
https://jvn.jp/vu/JVNVU98845656/
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- ISCDHCP 1281321 Ny 774 —n"—7a—DKE55EUVN)(05/28)
https://jvn.jp/vu/JVNVU95111565/
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BEga1E(JVN)(05/31)
https://jvn.jp/vu/JVNVU92862829/

EBHOML Y RYA 7Ok HBROBEHICNT 7y 75—~ (2021 £ 5
A)JVN)(05/31)
https://jvn.jp/vu/JVNVU93332929/

- Hillrom & Welch Allyn medical device management tools (Z#E DG
(JVN)(06/02)
https://jvn.jp/vu/JVNVU94926489/
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https://www.nisc.go.jp/conference/cs/ciip/index.html#ciip25
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https://www.nisc.go.jp/conference/cs/jinzai/index.html
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- Weekly Report 2021-05-26 = (05/26)

https://www.jpcert.or.jp/wr/2021/wr212001.html

- JPCERT/CC Eyes [Z v —E v 2 —FEfRTERA I NS PHP <)L 7 =77 ] (06/01)
https://blogs.jpcert.or.jp/ja/2021/06/php_malware.html
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https://www.jpcert.or.jp/wr/2021/wr212101.html
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https://us-cert.cisa.gov/ncas/alerts/aa21-148a

CBERRET 74y I F o= (95 CISA & FBI OHERHY A N—tF
2 YT 4 - 7 A H1(05/28)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/28/joint-cisa-fbi-

cybersecurity-advisory-sophisticated-spearphishing

- Drupal i3t F 205747y 77— Fr%&U ) —2(05/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/27/drupal-releases-

security-updates

- Pulse Connect Secure @7 5 — b % E#(05/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/27/updates-alert-pulse-

connect-secure

Microsoft (& NOBELIUM d3 L \\EB) & 23<(05/27)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/27/microsoft-

announces-new-campaign-nobelium

- FBI |4 Fortinet FortiOS ? ffg8514& A 12> L T8 #7(05/28)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/28/fbi-update-

exploitation-fortinet-fortios-vulnerabilities

- Cisco IFEHEZDOELF 2V T T7v7T—h%& YUY —2(06/02)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/02/cisco-releases-

security-updates-multiple-products

- Cisco [FEHEZDEF 12U T ATy 77— %21 U —2(06/03)
https://us-cert.cisa.gov/ncas/current-activity/2021/06/03/cisco-releases-

security-updates-multiple-products
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https://us-cert.cisa.gov/ncas/current-activity/2021/06/02/mozilla-releases-

security-updates-firefox

- 2021 £ 5 A 24 BB O R84 (05/31)
https://us-cert.cisa.gov/ncas/bulletins/sb21-151

- 2021 £ 5 A 31 HOB D554 (06/07)
https://us-cert.cisa.gov/ncas/bulletins/sb21-158
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https://us-cert.cisa.gov/ics/advisories/icsa-20-212-03
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https://us-cert.cisa.gov/ics/advisories/icsa-21-049-02
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