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(1) Microsoft & RICEE9 % fEsgl4E
- Microsoft 132021 £5 Bt * a2 U T4 7y 77— Fr%& U ) —2(05/11,
05/12) k& DHS. IPA, JPCERT/CC)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/11/microsoft-releases-

may-2021-security-updates
https://www.ipa.go.jp/security/ciadr/vul/20210512-ms.html
https://www.jpcert.or.jp/at/2021/at210024.html

(2) Acrobat &5 I1CB3d 2 RE3514E
- Adobe IZEHEGZOLF 2 U T4 T v 77— b2 U U—XCKE
DHS)(JPCERT/CC)(05/11. 05/12)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/11/adobe-releases-

security-updates-multiple-products
https://www.jpcert.or.jp/newsflash/2021051201.html

- Adobe Acrobat ¥ £ ' Reader DRESEEIH(ICD UL T(APSB21-29)(CVE-2021-

28550 Z)(IPA, JPCERT/CC)(05/12)
https://www.ipa.go.jp/security/ciadr/vul/20210512-adobereader.html
https://www.jpcert.or.jp/at/2021/at210023.html

(3) 0t
- ZEBHEGOT XU T avar bAa—50 MODBUS/TCP X L — 7 @{E#4e
B2 Y — EXERBHE(DoS) DAEFFMHEUVN)(05/11)
https://jvn.jp/vu/JVNVU99895108/

- CyberNewsFlash [Intel 8% ICEE 3 2 EHDOIETHMEICDWLNT
(JPCERT/CC)(05/12)
https://www.jpcert.or.jp/newsflash/2021051202.html

- CyberNewsFlash [Boot Camp (B3 27 v 77— hIZDWT
(JPCERT/CC)(05/19)
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c A LOVEICX-0ne [CRE Y I R=ZADNy 7 7A—N"—7O—DE5EHE
(JVN)(05/13)

https://jvn.jp/vu/JVNVU90806326/

XCVSSV3 TIFEARE [7.8] £H->TWET,

- KonaWiki2 12511 28D 5514 (UVN)(05/13)
https://jvn.jp/jp/JVN34232719/
XCVSSv3 TIFEARME [75]) &hh-TWET,

-RFENTPS (28132 0Sa~v >y R4 > 227> 3> DREsEMHEIVN)(05/13)
https://jvn.jp/jp/JVN13076220/
XCVSSv3 TIZEARE [8.8] &> TWET,

- [EEESQ2I1RED 7L —LT7 7 VS =3 v 770X vy T— 3 vICET 3EH
D& (FragAttack) JVN)(05/13)
https://jvn.jp/vu/JVNVU93485736/

- Cisco Small Business Series Wireless Access Points (237 285D AEs5 14
(JVN)(05/14)

https://jvn.jp/jp/JVN71263107/

MCVSSV3 TIFEAR(E [9.0] £h->TWET,

- Rockwell Automation &4 Connected Components Workbench (Z#%5 D fs55 14
(JUN)(05/14)

https://jvn.jp/vu/JVNVU95873084/
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- Sensormatic Electronics %2 American Dynamics Tyco Al |ZIE5R&E D E D i
551 (UVN)(05/14)

https://jvn.jp/vu/JVNVU98963695/
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XCVSSV3 TIFEAE [7.5] £h>TUWET,

- mod_auth_openidc (BT 5 Y — E X ERPHE(DoS) DAEs5 14 (JVN)(05/14)
https://jvn.jp/jp/JVN49704918/
CVSSv3 TIFEALRME [75]) &h-TWET,

- Siemens BRI T 37 v 7T — (2021 £ 5 B)(JVN)(05/18)
https://jvn.jp/vu/JVNVU91051134/

- Emerson # Rosemount X-STREAM (D 551 (JVN)(05/19)
https://jvn.jp/vu/JVNVU97128016/
XCVSSv3 TIFEARME [75]) &hh-TWET,

- ScanSnap Manager A ' X b —Z 25175 DLL 5eAA & CEET 2 st
(JVN)(05/21)

https://jvn.jp/jp/JVN65733194

MCVSSv3 TIFEAE [7.8] L >TWET,

- QND |28 2 ERFEE D BE55EVN)(05/21)
https://jvn.jp/jp/JVN74686032/
HXCVSSv3 TIFEALRME [7.8] &> TWET,

- Overwolf £ Y XA b= 25175 DLL 5=aAAIZEE T 2 551 (JVN)(05/21)
https://jvn.jp/jp/JVN78254777/
MCVSSV3 TIFEA(E [7.8] £Hh->TWET,

B O PHP TRERICHB I 2EHD I/ AZRY A N R 7D T T4 v 7 DOMf5EM
(JVN)(05/21)
https://jvn.jp/jp/JVN53910556/
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B AN—tF 2T BREEAREREE 28 B1SA & FAE(05/13)

https://www.nisc.go.jp/conference/cs/index.html#cs28

(2) #WHBs
cHAN—tF2UT AR T7H+—Z (F31[E) (5/13 FE)(05/18)

https://www.soumu.go.jp/main_sosiki/kenkyu/cybersecurity taskforce/02cyber01

04000001 _00183.html
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(1) JPCERT a—74%—varvtri—
- Weekly Report 2021-05-12 5(05/12)
https://www.jpcert.or.jp/wr/2021/wr211801.html

- JPCERT/CC Eyes [Locked Shields 2021 &nz2 ] (05/18)
https://blogs.jpcert.or.jp/ja/2021/05/locked-shields-2021.html

- Weekly Report 2021-05-19 5(05/19)
https://www.jpcert.or.jp/wr/2021/wr211901.html

- JPCERT/CC Eyes [MRBBRE~A =~ 7Y —ILDREEIA - 7-KE| (05/20)
https://blogs.jpcert.or.jp/ja/2021/05/xmrig.html
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(1) *KE DHS
- CISA & FBI Ix DarkSide 7 ¥ L7 =z 7ICEET 2HEY A NN—tEF 2T 185 %
Y —2x(05/11, 05/19)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/11/joint-cisa-fbi-
cybersecurity-advisory-darkside-ransomware
https://us-cert.cisa.gov/ncas/current-activity/2021/05/19/update-cisa-fbi-joint-

cybersecurity-advisory-darkside-ransomware
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-DarkSide SV H LAY 7 SV H ATt THEBIZLEZES X ADHE AR C-HD
RZRN7Z 074 %(05/12)
https://us-cert.cisa.gov/ncas/alerts/aa21-131a

- TightVNC #fEFH L 7= Siemens &Gt — T R—ZX DNy 77 F—NR"—7 0 —Dffg
5514 (247) (05/11)

https://us-cert.cisa.gov/ics/advisories/icsa-20-343-08

MCVSSV3 TIFEAR(E [9.8] £h-TWET,

- Siemens DEEAF — b A —> 3 VEESRICEH A —N"—T7 0 —-FDEHEE(E
$)(05/11)

https://us-cert.cisa.gov/ics/advisories/icsa-19-253-03

XCVSSv3 TIFEA(E [75] £h>TWWET,

- Siemens @ SIMARIS configuration (CRIERT 7 4L b DT 7+ ZAFFA] D fEs514%E (FE
#7)(05/11)
https://us-cert.cisa.gov/ics/advisories/icsa-21-040-08

- Siemens ® SCALANCE & O SIMATIC libcurl IZ#E S D FTHER Y D iEs514E (E
$)(05/11)

https://us-cert.cisa.gov/ics/advisories/icsa-21-068-10

MCVSSV3 TIFER(E [75] £h-TWET,

- Siemens O#EAHAH TCP/IP X & v 7 D551 (AMNESIA:33) (E#7)(05/11)
https://us-cert.cisa.gov/ics/advisories/icsa-21-068-06
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#)(05/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-343-02
MCVSSV3 TIFEAR(E [7.5] £h-TWET,

- —EBEOERESICHETEE(FEH) (05/18)
https://us-cert.cisa.gov/ics/advisories/icsa-20-245-01
XCVSSV3 TIFEKNE [7.3] Eh->TWET,
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- ZEBHD MELSEC iQ-R Series 12 1) v — X438 D fe 3514 (F%7) (05/18)
https://us-cert.cisa.gov/ics/advisories/icsa-20-282-02
MCVSSv3 TIFEAR(E [8.6] &£ ->TWET,
https://us-cert.cisa.gov/ics/advisories/icsa-20-324-05
MCVSSV3 TIFEAR(E [7.5] &h-TWET,

- ZZEEHO MELFA ISl T waWn Y v — RIE8 0 e85 14 (B37) (05/18)
https://us-cert.cisa.gov/ics/advisories/icsa-21-021-04
XCVSSV3 TIFEKNE [75] £h->TWET,

- == FE#D MELSEC iQ-R. Q B L Series ([CHIEHENTWAEWY VvV — B DR
5514 (247) (05/19)

https://us-cert.cisa.gov/ics/advisories/icsa-20-303-01

XCVSSv3 TIFEAE [75] £h>TWET,

- Juniper Networks (Z ¥ 2 U T4 7y 77— F% U U—2x(05/11)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/11/juniper-networks-

releases-security-updates

- Citrix (& Windows B7 — 2 A= 7Y sr—va>otvFxaV7r4 7y 77— Fh
z U —2x(05/11)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/11/citrix-releases-

security-updates-workspace-app-windows

- WordPress (ZF¥ 2T 47y 77—F%YU U—2(05/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/13/wordpress-releases-

security-update

- CISA (% SolarWinds XU 7274 774 L7 VU /M365 DREODFEXSZ(T5 1
v T =D HDEAEFRD LA X 2% RF(05/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/14/cisa-publishes-

eviction-guidance-networks-affected-solarwinds-and

- 2021 £ 5 B 10 BB D g5 4R (05/17)
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2021 £ 5 B 17 BOBE D 5548 (05/24)
https://us-cert.cisa.gov/ncas/bulletins/sb21-144

- Cisco IFEHE RO F 2V T4 T v 77— b2 U—2(05/20)
https://us-cert.cisa.gov/ncas/current-activity/2021/05/20/cisco-releases-

security-updates-multiple-products

CEHD RTOS ICBBA —N—70—F7E 7 v 7777 FORFEE(EH)(05/20)
https://us-cert.cisa.gov/ics/advisories/icsa-21-119-04
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