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(1) KEERE ICAEIT 7B

F REVERZFICHES X 2 Y T4 EOBESITDOWLT(NISC)(04/26)
https://www.nisc.go.jp/active/infra/pdf/renkyu20210426.pdf

A=A T YU =7 ICB I REREF 2 U T4 ICBET B EREMR(PA)(04/21)
https://www.ipa.go.jp/security/topics/alert20210421.html

(2) Pulse Connect Secure |ZB39 % B354 CF & Mai)
- Pulse Connect Secure D B35S ICD UL T(CVE-2021-22893)(IPA,
JPCERT/CC. JVN. K[E DHS. k[E CERT/CC)(04/21)
https://www.ipa.go.jp/security/ciadr/vul/alert20210421.html
https://www.jpcert.or.jp/at/2021/at210019.html
https://jvn.jp/vu/JVNVU94842247/
https://us-cert.cisa.gov/ncas/alerts/aa21-110a

https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-

exploitation-pulse-connect-secure

https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-issues-

emergency-directive-pulse-connect-secure
https://kb.cert.org/vuls/id/213092
¥CVSSv3 TIFEAME [10.0] &H>TWWET,

(3) Microsoft &5 ICE3¥ 2 ME351E
‘2021 FABRAAY 7 b EFA VT 4B AT T LICET 2R
(JPCERT/CC)(04/14)
https://www.jpcert.or.jp/at/2021/at210017.html
- Microsoft &GDREFEHEXIHRIC DL T(2021 & 4 B)(IPA)(04/14)
https://www.ipa.go.jp/security/ciadr/vul/20210414-ms.html
* Windows kR MySQL (Z#ERRF & DAEF31EUVN)(04/22)
https://jvn.jp/vu/JVNVU92599577/

(4) Adobe B FZICBIT 2 5914
- HEE D Adobe BLGZ DT v T F— Mz DWTUPCERT/CC. #E DHS)(04/13.


https://www.nisc.go.jp/active/infra/pdf/renkyu20210426.pdf
https://www.ipa.go.jp/security/topics/alert20210421.html
https://www.ipa.go.jp/security/ciadr/vul/alert20210421.html
https://www.jpcert.or.jp/at/2021/at210019.html
https://jvn.jp/vu/JVNVU94842247/
https://us-cert.cisa.gov/ncas/alerts/aa21-110a
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-issues-emergency-directive-pulse-connect-secure
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-issues-emergency-directive-pulse-connect-secure
https://kb.cert.org/vuls/id/213092
https://www.jpcert.or.jp/at/2021/at210017.html
https://www.ipa.go.jp/security/ciadr/vul/20210414-ms.html
https://jvn.jp/vu/JVNVU92599577/

04/14)
https://www.jpcert.or.jp/newsflash/2021041401.html
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/adobe-releases-

security-updates

(5) Oracle #5ICEIY 2 fEs5ME
<2021 F 4 B Oracle LR D7 U T 4 ARy F7 v 77— MMIBET 3 FEMR
(JPCERT/CC. IPA, K[ DHS)(04/20, 04/21)
https://www.jpcert.or.jp/at/2021/at210018.html
https://www.ipa.go.jp/security/ciadr/vul/20210421-jre.html
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/oracle-releases-april -

2021-critical-patch-update

(6) Google &g (Chrome) DAEF51E
- Google I Chrome Dt ¥ a2 U4 T4 7 v 7T— %Y —X(KE DHS,
Google)(04/13. 04/15, 04/21. 04/26)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/google-releases-

security-updates-chrome

https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/google-releases-

security-updates-chrome

https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/google-releases-

security-updates-chromehttps://us-cert.cisa.gov/ncas/current-

activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure

https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-
desktop_26.html

(6) Zofth

CAR—=bT7 AT TV [CBBG] ITBITFET 7 XFRNMED MM
(JVN)(04/14)

https://jvn.jp/jp/JVN54025691/index.html

- Advantech # WebAccess/SCADA (CEEARBRICHT 57 7 RIEORNEY) A E
) LT DREEEMHUVN)(04/14)

https://jvn.jp/vu/JVNVU99008843/index.html

XCVSSv3 TIFEAE [8.8] £H->TWET,



https://www.jpcert.or.jp/newsflash/2021041401.html
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/adobe-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/adobe-releases-security-updates
https://www.jpcert.or.jp/at/2021/at210018.html
https://www.ipa.go.jp/security/ciadr/vul/20210421-jre.html
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/oracle-releases-april-2021-critical-patch-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/oracle-releases-april-2021-critical-patch-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/google-releases-security-updates-chromehttps:/us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/google-releases-security-updates-chromehttps:/us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/google-releases-security-updates-chromehttps:/us-cert.cisa.gov/ncas/current-activity/2021/04/20/cisa-releases-alert-exploitation-pulse-connect-secure
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_26.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_26.html
https://jvn.jp/jp/JVN54025691/index.html
https://jvn.jp/vu/JVNVU99008843/index.html

- Schneider Electric & SoMachine Basic |2 XML AZEESE (XXE) (2T 5
fegstE(JVN)(04/14)

https://jvn.jp/vu/JVNVU92527693/index.html

MCVSSV3 TIFEA(E [8.6] £h->TWET,

- Schneider Electric # C-Bus Toolkit (237 2 & D354 UVN)(04/16)
https://jvn.jp/vu/JVNVU94098767/
¥CVSSv3 TIFEAE [8.8] &> TWET,

YA 7o ML TOYOPUC ¥V —=XZHBIF 2 —EXERBE (DoS) DiEHHE
(JVN)(04/15)

https://jvn.jp/vu/JVNVU92524237/

MCVSSV3 TIFEAR(E [7.5] £h-TWET,

- Siemens HRITHT 2T v 77— (2021 F 4 A)JVN)(04/15)
https://jvn.jp/vu/JVNVU96269392/

- CyberNewsFlash [GarageBand (CBEd 27 v 75T — hZDWT
(JPCERT/CC)(04/15)
https://www.jpcert.or.jp/newsflash/2021041502.html

- EIPStackGroup % OpENer Ethernet/IP (25| 2E D554 UVN)(04/16)
https://jvn.jp/vu/JVNVU93310734/
XCVSSv3 TIFEKNE [8.2] £h->TWET,

ChLY RY A7 AakRAaRBENRR T — R x—Y v — 25175 DLL EHAHICES
3 2 35 (VN)(04/19)

https://jvn.jp/vu/JVNVU98074915/

MCVSSV3 TIFEARME [7.8] Eho>TWET,

c PLY A OBRITEEHINTZRRI VO VICHE T2 —E ZBRABE (DoS)
D 55 (JVN) (04/20)
https://jvn.jp/vu/JVNVU93009588/



https://jvn.jp/vu/JVNVU92527693/index.html
https://jvn.jp/vu/JVNVU94098767/
https://jvn.jp/vu/JVNVU92524237/
https://jvn.jp/vu/JVNVU96269392/
https://www.jpcert.or.jp/newsflash/2021041502.html
https://jvn.jp/vu/JVNVU93310734/
https://jvn.jp/vu/JVNVU98074915/
https://jvn.jp/vu/JVNVU93009588/

s DAINANRRE— EVRREF 2T 14BLD Trend Micro Security (for Mac)
ICH T 2B DMEFFEUVN)(04/20)

https://jvn.jp/vu/JVNVU92208501/

XCVSSv3 TIdEARE [7.8] £Hh->TWET,

CIANANZIZ— EVRREF VT4 Y —ERICBIT2EHOMEHE
(JVN)(04/20)

https://jvn.jp/vu/JVNVU97680506/

XCVSSV3 TIFEARE [7.8] £H->TWET,

- Trend Micro Apex One, Apex One SaaS 8L UV A L AN Z— J—RKL—FIT T
4 ¥ 3> O35 (CVE-2020-24557) 1B ¥ % ¥ EMa2 (JPCERT/CC)(04/21)
https://www.jpcert.or.jp/at/2021/at210020.html

- Apex One. Apex One SaaS BLV YA NLZANZREZ— J—RL—FI T4 32
BT 2EHDEHFMEUVN)(04/21)

https://jvn.jp/vu/JVNVU93491927/

MCVSSv3 TIFEAE [7.8] L >TWET,

- Hitachi ABB Power Grids #! Ellipse APM (CET2 78RS A N2 UTTF4 T
D iEEEHEIVN)(04/22)
https://jvn.jp/vu/JVNVU97456009/

- Rockwell Automation #! Stratix Switches 2D B84 (VN)(04/22)
https://jvn.jp/vu/JVNVU99743643/
XCVSSV3 TIFERE [7.8] El-TWWET,

- B8 D Delta Electronics S ICEH D AETEMEUVN)(04/22)
https://jvn.jp/vu/JVNVU93609621/
¥CVSSv3 TIFEAR(E [9.8] £h->TWET,

- Eaton #! Intelligent Power Manager (237 28D 5514 (JVN)(04/22)
https://jvn.jp/vu/JVNVU98754213/
XCVSSv3 TIFEKNE [8.7] £hh->TWET,



https://jvn.jp/vu/JVNVU92208501/
https://jvn.jp/vu/JVNVU97680506/
https://www.jpcert.or.jp/at/2021/at210020.html
https://jvn.jp/vu/JVNVU93491927/
https://jvn.jp/vu/JVNVU97456009/
https://jvn.jp/vu/JVNVU99743643/
https://jvn.jp/vu/JVNVU93609621/
https://jvn.jp/vu/JVNVU98754213/

- ZEBHE GOT @ VNC Y —\BEgelcH 1T 5 /3R 7 — NEREEELE D fE55 1%
(JVN)(04/22)
https://jvn.jp/vu/JVNVU97615777/index.html

syappa-ng ICHBFZ 7 ARXY A bR TF 4> S DREFEHEUVN)(04/22)
https://jvn.jp/jp/JVN55833077/index.html

*Qlocker IC& 27 V¥ L7 x THREICHT 2 ZRA (QNAP)(04/22)
https://www.qnap.com/ja-
ip/news/2021/qglocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83
%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%AT%E3%82%A2%E6%94%BB%
E6%92%83%E3%81%AB%EL%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A
1%88%E5%86%85qnap-nas-%E3%82%92%E5%
AE%89%EL%85%A8%E3%81%AB%E3%81%8A%EA4%BD%BF%E3%81%84%E3%81%8
4%E3%81%9F %E3%81%A0%E3%81%8F %E3%81%9F %E3%82%81%E3%81%AB

- Horner Automation #! Cscape (C#E#HDRE5MHEUVN)(04/23)
https://jvn.jp/vu/JVNVU96064711/index.html
XCVSSv3 TIFEARE [8.4] &> TWE T,

- FileZen D 5514 (CVE-2021-20655) (CB8 9 % x &Mt (JPCERT/CC)(04/23)
https://www.jpcert.or.jp/at/2021/at210009.html

- Horner Automation % Cscape (2D IE3514(UVN)(04/23)
https://jvn.jp/vu/JVNVU96064711/
XCVSSv3 TIFEAE [84] &£H->TWET,
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(1) NISC
BB ED Y A N—tF 2 ) T A WERD- DO —ELERE] OUUE () ICET %
BEROEEICDOULT(04/26)

https://www.nisc.go.jp/active/general/kijun2021.html

(2) BB


https://jvn.jp/vu/JVNVU97615777/index.html
https://jvn.jp/jp/JVN55833077/index.html
https://www.qnap.com/ja-jp/news/2021/qlocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%A7%E3%82%A2%E6%94%BB%E6%92%83%E3%81%AB%E5%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A1%88%E5%86%85qnap-nas-%E3%82%92%E5%25
https://www.qnap.com/ja-jp/news/2021/qlocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%A7%E3%82%A2%E6%94%BB%E6%92%83%E3%81%AB%E5%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A1%88%E5%86%85qnap-nas-%E3%82%92%E5%25
https://www.qnap.com/ja-jp/news/2021/qlocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%A7%E3%82%A2%E6%94%BB%E6%92%83%E3%81%AB%E5%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A1%88%E5%86%85qnap-nas-%E3%82%92%E5%25
https://www.qnap.com/ja-jp/news/2021/qlocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%A7%E3%82%A2%E6%94%BB%E6%92%83%E3%81%AB%E5%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A1%88%E5%86%85qnap-nas-%E3%82%92%E5%25
https://www.qnap.com/ja-jp/news/2021/qlocker-%E3%81%AB%E3%82%88%E3%82%8B%E3%83%A9%E3%83%B3%E3%82%B5%E3%83%A0%E3%82%A6%E3%82%A7%E3%82%A2%E6%94%BB%E6%92%83%E3%81%AB%E5%AF%BE%E3%81%99%E3%82%8B%E3%81%94%E6%A1%88%E5%86%85qnap-nas-%E3%82%92%E5%25
https://jvn.jp/vu/JVNVU96064711/index.html
https://www.jpcert.or.jp/at/2021/at210009.html
https://jvn.jp/vu/JVNVU96064711/
https://www.nisc.go.jp/active/general/kijun2021.html

LA > 7 71T B SM S FREHRAT~DXFHIZ DL T(04/22)
https://www.npa.go.jp/cyber/policy/pdf/R030422 SMStaisaku.pdf

(3) #WKs
(AT = b TA4EFAUTAHARTAY (FB20)] EB)ICHTI2EREE
(04/23)

https://www.soumu.go.jp/menu_news/s-news/01cyber01 02000001 00109.html

(4) BFEXE

HEBEOYVAN—LF VT AHERDOIZODOEF 12U T ARADFR|ZZEIY £ ®
% L 7:(04/19)

https://www.meti.go.jp/press/2021/04/20210419003/20210419003.html

(AN F2 U T A FFHIBE - A\MBEROFSIE] (B11R) 2RV FEHF
L 7-(04/26)

https://www.meti.go.jp/press/2021/04/20210426002/20210426002.html

u O
| 3. BAREEDE =

(1) IPA
- STAMP Workbench O TRE&#E1E L 7= Ver.1.0.2 % /2BA(04/13)
https://www.ipa.go.jp/sec/tools/stamp_workbench.html

[BEEBFEOEFX 2 ) T 4 BERICET 2 EBEG. FFERORIAFERE] 5
N L E L7z, (04/14)
https://www.ipa.go.jp/security/fy2021/reports/crypto_survey/index.html

MEREF 2 U T 4 ROEXRBOOEZKR (2021 FFE 10+8H (1A~38)]] %
NBAL F L7z, (04/20)
https://www.ipa.go.jp/security/txt/2021/qloutline.html

- MM ERIER T — X X— X JUN iPedia ®&FRIAT (2021 55 1 T8 (1 B~3
A) 1(04/21)
https://www.ipa.go.jp/security/vuln/report/JVNiPedia2021qg1.html



https://www.npa.go.jp/cyber/policy/pdf/R030422_SMStaisaku.pdf
https://www.soumu.go.jp/menu_news/s-news/01cyber01_02000001_00109.html
https://www.meti.go.jp/press/2021/04/20210419003/20210419003.html
https://www.meti.go.jp/press/2021/04/20210426002/20210426002.html
https://www.ipa.go.jp/sec/tools/stamp_workbench.html
https://www.ipa.go.jp/security/fy2021/reports/crypto_survey/index.html
https://www.ipa.go.jp/security/txt/2021/q1outline.html
https://www.ipa.go.jp/security/vuln/report/JVNiPedia2021q1.html

(2) JPCERT a—F7414x—Yavtri—
- Weekly Report 2021-04-14 5(04/14)
https://www.jpcert.or.jp/wr/2021/wr211501.html

- CyberNewsFlash [2021 £ 1 Bh» 3 BAIRY IR~ T (04/15)
https://www.jpcert.or.jp/newsflash/2021041501.html

- JPCERT/CC A4 > > F > MREXMISL R — b+ [2021 1 A 1 H~2021 %3 B 31
H] (04/15)
https://www.jpcert.or.jp/ir/report.html

- JPCERT/CC SEBHFUEIL R— b [2021F 1 B 1 H~2021 £ 3 A 31 B] (04/15)
https://www.jpcert.or.jp/pr/index.html

- JPCERT/CC 41 v X —% v FEREALAR—F [2021F1 81 H~2021F3 B 31
H] (04/20)
https://www.jpcert.or.jp/tsubame/report/report202101-03.html

- Weekly Report 2021-04-21 5(04/21)
https://www.jpcert.or.jp/wr/2021/wr211601.html

-V 7 b TEOMBMREEBRICEET 2 EHERR[2021 F£5 1 MFEH 1 B~3
A) 1(PA, JPCERT/CC)(04/22)
https://www.ipa.go.jp/security/vuln/report/vuln2021ql.html

https://www.jpcert.or.jp/report/press.html

O ]
| 4. BAOFHE

(1) >KE DHS
- CHIRP I0C #& Y — V& fER L 1-@E®RDERT 7 T 1 €7 1 0% (04/15)
https://us-cert.cisa.gov/ncas/alerts/aa21-077a

- KECRBEEAER S LA 70 SVR ICET 5 NSA-CISA-FBI ZEE)4 (04/16)


https://www.jpcert.or.jp/wr/2021/wr211501.html
https://www.jpcert.or.jp/newsflash/2021041501.html
https://www.jpcert.or.jp/ir/report.html
https://www.jpcert.or.jp/pr/index.html
https://www.jpcert.or.jp/tsubame/report/report202101-03.html
https://www.jpcert.or.jp/wr/2021/wr211601.html
https://www.ipa.go.jp/security/vuln/report/vuln2021q1.html
https://www.jpcert.or.jp/report/press.html
https://us-cert.cisa.gov/ncas/alerts/aa21-077a

https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/nsa-cisa-fbi-joint-

advisory-russian-svr-targeting-us-and-allied

=T =74 v RXICEE LI T O CISA RO CNMF(EB#E 4 /N—F
RIvary7+—R)NZLB04(04/15)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/cisa-and-cnmf-

analysis-solarwinds-related-malware

s CISA 134 > T bIicRd SUPERNOVA I T 7 DO LR—b&EY ) —X
(04/22)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/cisa-incident-

response—supernova—malware

AT THNMERTSVRIOY A NR—1E - 2y T =0T 4 720 Z—DFFE &N
27705 4 2(04/26)
https://us-cert.cisa.gov/ncas/alerts/aa21-116a

- O TRAMER T (SVR) DY A /N —1E8LIZRI T 5 FBI-DHS-CISA 0 #RE#)4(04/26)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/fbi-dhs-cisa-joint-

advisory-russian-foreign-intelligence-service

V7T TIAF Vv RBICH T BHEICOWLT, CISA & NIST A% L
WHERIR Y v — R & 1) 1) — 2 (04/26)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/cisa-and-nist-

release-new-interagency-resource-defending-against

- Microsoft ® 2021 &£ 4 ROt Fx a2 UT 4 EH7B7 7 LOBERBICLY., FICR
Bl & 117 Microsoft Exchange @ 5514 % 8J5,(04/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/apply-microsoft-april-

2021-security-update-mitigate-newly

“SAP 32021 F4BDEF 2T 4Ty 7 T7—F%2DUYU—2(04/13)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/sap-releases-april-

2021-security-updates



https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/nsa-cisa-fbi-joint-advisory-russian-svr-targeting-us-and-allied
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/nsa-cisa-fbi-joint-advisory-russian-svr-targeting-us-and-allied
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/cisa-and-cnmf-analysis-solarwinds-related-malware
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/cisa-and-cnmf-analysis-solarwinds-related-malware
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/cisa-incident-response-supernova-malware
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/cisa-incident-response-supernova-malware
https://us-cert.cisa.gov/ncas/alerts/aa21-116a
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/fbi-dhs-cisa-joint-advisory-russian-foreign-intelligence-service
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/fbi-dhs-cisa-joint-advisory-russian-foreign-intelligence-service
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/cisa-and-nist-release-new-interagency-resource-defending-against
https://us-cert.cisa.gov/ncas/current-activity/2021/04/26/cisa-and-nist-release-new-interagency-resource-defending-against
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/apply-microsoft-april-2021-security-update-mitigate-newly
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/apply-microsoft-april-2021-security-update-mitigate-newly
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/sap-releases-april-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/04/13/sap-releases-april-2021-security-updates

cHAN—C R YT ARAREEZR—7T v MTLT-BET 7 2 —(04/14)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/14/threat-actors-

targeting-cybersecurity-researchers

- DNS 0EEICHE % 5 2 5551 (NAME:WRECK) (Z2UL1T(04/15)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/namewreck-dns-

vulnerabilities

- Juniper Networks (ZEF a2 U1 T4 7 v 77— r%&U ) —2(04/15)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/juniper-networks-

releases-security-updates

- WordPress lZtF¥ 2V 4 T4 EXYTFYADT v 77— %Y 1) —2(04/16)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/16/wordpress-releases-

security-and-maintenance-update

- Mozilla (% Firefox. Firefox ESR & Thunderbird Dt ¥ 1Y 454 7 v 75—+
%1 1) —2(04/20)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/mozilla-releases-

security-update-firefox-firefox-esr-and

-VMware 3t ¥ 12U T4 7y 77— F%&1UU—2(04/20)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/vmware-releases-

security-update

- SonicWall [ZEBF X —tEF 2T 1 HBED/ <y F5 1 U —2(04/21)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/sonicwall-releases-

patches-email-security-products

*Drupal gt F 24747y 77— r&E1UYU—2(04/22)
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/drupal-releases-

security-updates

- 2021 % 4 B 12 BB K551 (04/19)
https://us-cert.cisa.gov/ncas/bulletins/sb21-109



https://us-cert.cisa.gov/ncas/current-activity/2021/04/14/threat-actors-targeting-cybersecurity-researchers
https://us-cert.cisa.gov/ncas/current-activity/2021/04/14/threat-actors-targeting-cybersecurity-researchers
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/namewreck-dns-vulnerabilities
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https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/juniper-networks-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/04/15/juniper-networks-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/04/16/wordpress-releases-security-and-maintenance-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/16/wordpress-releases-security-and-maintenance-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/mozilla-releases-security-update-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/mozilla-releases-security-update-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/vmware-releases-security-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/20/vmware-releases-security-update
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/sonicwall-releases-patches-email-security-products
https://us-cert.cisa.gov/ncas/current-activity/2021/04/21/sonicwall-releases-patches-email-security-products
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/drupal-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/04/22/drupal-releases-security-updates
https://us-cert.cisa.gov/ncas/bulletins/sb21-109

- 2021 5 4 A 19 H OB O 55144 (04/26)
https://us-cert.cisa.gov/ncas/bulletins/sb21-116

- Siemens ® SIMATIC Communication Processor (ZEREE/N 1 /X X D e84 (B
$)(04/13)

https://us-cert.cisa.gov/ics/advisories/ICSA-15-335-03A

MCVSSV3 TIFEA(E [9.8] £h-TWET,

- Siemens KU PKE @ SiNVR., SiVMS Video Server (27 U 7 1 HIILHERESREE R E D
331 (BE3) (04/14)

https://us-cert.cisa.gov/ics/advisories/icsa-19-344-02

XCVSSv3 TIFEA(E [9.8] £h->TWWET,

- Siemens DEZELF 2 ) 7 A EBICEYTAEWY YV —ZHEFIBREDHEME(E
$7)(04/13)

https://us-cert.cisa.gov/ics/advisories/icsa-20-042-10

XCVSSv3 TIFEAE [75] £h->TWWET,

- Siemens DA —H v FERICR+HRY Y — AR T (FEH) (04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-07

- Siemens DA —H &y b XA v FZEIZNULL R4 >~ 2 SBZE 0551 (FEH)(04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-02
MCVSSv3 TIFEARE [75] £H->TWET,

- Siemens @ SIMATIC B UF SINAMICS (ZHIfH S T ULV WER/XZABEEEZE DB E
(B23#7)(04/13)

https://us-cert.cisa.gov/ics/advisories/icsa-20-161-05

XCVSSv3 TIFEARE [7.8] £H->TWET,

- Siemens ® UMC Stack (C5|BFCHENTWAWT RS T LRI DOEHEE(E
#7)(04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-196-05



https://us-cert.cisa.gov/ncas/bulletins/sb21-116
https://us-cert.cisa.gov/ics/advisories/ICSA-15-335-03A
https://us-cert.cisa.gov/ics/advisories/icsa-19-344-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-10
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-07
https://us-cert.cisa.gov/ics/advisories/icsa-20-042-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-05
https://us-cert.cisa.gov/ics/advisories/icsa-20-196-05

- Siemens DEFEF — b X =2 3 VHERICERF —N"—7 0 —-F0MEEE
#7)(04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-252-07

- Siemens O#AHIAIZ TCP/IP X & v 7 D55 (AMNESIA:33) (£37)(04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-20-343-05

- Siemens ® SCALANCE & U RUGGEDCOM ICR Xy I R—RD /Ny 77 F—/N—
7R —nfEsEE (E#H) (04/13)
https://us-cert.cisa.gov/ics/advisories/icsa-21-068-03
XCVSSv3 TlFEA(E [88] £h>TWWET,

- Siemens ® SCALANCE K& RUGGEDCOM (28 d FPEE 1T 0 s 7 i BE o A
5514 (3 #7)(04/13)

https://us-cert.cisa.gov/ics/advisories/icsa-21-068-02

XCVSSv3 TIFEAE [86] £m>TWWET,

- Siemens KU PKE @ SiNVR. SiVMS Video Server (27 U 7 1 HILHEBESREE K& D
3314 (FE#7) (04/20)

https://us-cert.cisa.gov/ics/advisories/icsa-20-070-01

XCVSSv3 TIFEARE [75] £Hh->TWET,

- Siemens ® Mendix |[ZREY) 25 EEE O BE5514E(04/20)
https://us-cert.cisa.gov/ics/advisories/icsa-21-110-07
XCVSSv3 TIFEAE [8.1] £H->TWET,

- ZEBWD S —4 Y MELSEC iQ-R series 12U vV — X8 D IEs8 1 (FEH7) (04/20)
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-02

- HIZL ABB /X7 =" v R OEHELRICREE) 52 A D IREE D i 5514 (E#T) (04/20)
https://us-cert.cisa.gov/ics/advisories/icsa-21-096-01
XCVSSV3 TIFEKNE [75] Eh->TWET,

| 6. xkEF&


https://us-cert.cisa.gov/ics/advisories/icsa-20-252-07
https://us-cert.cisa.gov/ics/advisories/icsa-20-343-05
https://us-cert.cisa.gov/ics/advisories/icsa-21-068-03
https://us-cert.cisa.gov/ics/advisories/icsa-21-068-02
https://us-cert.cisa.gov/ics/advisories/icsa-20-070-01
https://us-cert.cisa.gov/ics/advisories/icsa-21-110-07
https://us-cert.cisa.gov/ics/advisories/icsa-20-161-02
https://us-cert.cisa.gov/ics/advisories/icsa-21-096-01
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O
OBRTEHLILERA V7 7HEICRIEEZ TRNMLTVHES,

https://www.nisc.go.jp/active/infra/index.html

ONISC PCEIRIEBIAMER L 72B|MEF 2 ) 7 4 LR 2 BHE A E =

BHEHLTWES,
https://www.youtube.com/user/NISCchannel/videos
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